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1 Introducing InRule® for Salesforce

InRule for Salesforce enables rich rule integration with Salesforce. The solution is comprised of:

e irAuthor® with irX for Salesforce — extension to irAuthor, InRule’s premium desktop rule
authoring tool

¢ InRule App for Salesforce— available from the Salesforce AppExchange

¢ Rule Execution Services for Salesforce - InRule SaaS, self-hosted in Azure, or other

This guide focuses on the deployment of the Rule Execution Services for Salesforce and corresponding
InRule Salesforce App to your environment. The InRule Salesforce App may be deployed directly from
the Salesforce AppExchange or from the Integration Framework zip file downloaded from the InRule

Support Site.

Before beginning this guide, you may first want to familiarize yourself with the irX for Salesforce product
by reading the irX for Salesforce Help Documentation. This irAuthor extension will allow you to author
rules against Salesforce entities and become familiar with the types of rules-driven processes that can be
implemented. After testing locally from your desktop using irVerify, the rules will be ready for execution
from Salesforce. At this point, this guide will become highly relevant for deploying the InRule solution and
services to establish the selected integration patterns.

This document also provides an addendum, Appendix E: Methods for Executing Rules from Salesforce
that discusses the different options available to you for running rules beyond what this Deployment Guide
covers. It is a good next step for implementers who are looking for advanced options for running rules.

Additional material is available on the Downloads section of our support website. Please see the
Additional Resources section of this document for support website detail.

This guide assumes that the reader has basic familiarity with Salesforce, irAuthor® and irX for Salesforce.

Important: Not all Salesforce environments support APl access. However, InRule® for
Salesforce requires a Salesforce instance that supports the API. If you attempt to connect
with an instance that does not support this access, you will receive an error when connecting
that contains information such as "The REST API is not enabled for this Organization." The
edition types that do NOT include API access are Contact Edition, Group Edition and
Professional Edition. Please refer to official Salesforce documentation for up-to-date
information as this list is subject to change.
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2 Understanding your options

Salesforce is available only as an online Saa$S offering, but the Rule Execution Service and Catalog
Service components of InRule for Salesforce can be hosted anywhere an |IS site can be deployed. This
guide assumes deployment in Azure, but an on-prem or VM environment can also be used if required.

The following sections describe which deployment scenario will be the most applicable depending on your
needs:

e 2.1 Salesforce — InRule SaaS
e 2.2 Salesforce — Self-hosted in Microsoft Azure
e 2.3 Salesforce — IIS On-Premises Rule Execution Service

The primary consideration for InRule SaaS vs self-hosted Azure generally depends on if your
organization is already setup to manage an Azure subscription and services.

o If your organization does not have an Azure subscription, this can be compelling rationale to
go with InRule SaaS and forgo the overhead of Azure management and deployment.

o If your organization has an Azure subscription, it does not exclude you from choosing InRule
SaaS, but it may indicate that your IT department has requirements or preferences for self-
managed Azure solutions.

Either way, this guide will provide you with the information to help determine which InRule configuration
will best suit your needs, including Government Cloud and other considerations.

2.1 Salesforce — InRule SaaS

InRule for Salesforce is now available via InRule SaaS, in which case many of the deployment steps in
this document are not applicable and will be managed for you. This is the most stream-lined deployment
available to both qualified Trial users and licensed customers.

Important: If you are new to InRule and do not have an InRule SaaS subscription, you can
request a free trial here and specify that you would like to integrate it with your Salesforce
instance.

With InRule Saa$S, the deployment steps are significantly reduced by eliminating the need to install the
InRule’s App Services in Azure. This narrows the deployment focus down to irAuthor with irX for
Salesforce and the InRule for Salesforce App from the Salesforce AppExchange. The main deployment
steps in this scenario are summarized as follows:

Deployment Step Installation Type
1. irAuthor with irX for Salesforce InRule installer via the InRule Support Site
2. Rule Execution Services for Salesforce *managed by InRule SaaS Support
3. InRule for Salesforce App Salesforce AppExchange

All information to set up the connectivity between Rule Execution Services hosted by InRule SaaS and
your organization’s Salesforce instance can be managed through the InRule SaaS Portal. The following
configuration is what will be managed through the Portal. More information can be found in Appendix G:
InRule SaaS Portal Configuration.
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Entered by users in the SaaS Portal — configuration information for the Rule Execution App Services

e Service account credentials for Salesforce, including that account’s API security token — used to
allow the InRule SaaS-hosted Rule Execution Service to connect to Salesforce.

e Salesforce Connected App Consumer Key and Consumer Secret information -- used to allow the
InRule SaaS-hosted Rule Execution Service to connect to Salesforce.

Provided to users in the SaaS Portal — configuration information for the InRule Salesforce Package:

¢ Rule Execution App Service endpoint URL — used for allowing Salesforce to make requests out to
the Rule Execution App Service

¢ Rule Execution App Service access credentials -- used for allowing Salesforce to make requests
out to the Rule Execution App Service

The net effect of an InRule SaaS deployment is that after the above pre-requisites are met, you get to
skip ahead to Section 3: Configuring the InRule for Salesforce App. Beyond this initial setup the
remainder of the guide will be beneficial for detailing advanced rule execution methods and
troubleshooting.

2.2 Salesforce — Self-hosted in Microsoft Azure

The suggested setup is to install InRule using a Platform-As-A-Service (PaaS) model on Microsoft Azure.
This document discusses the following three components:

1. Catalog App Service and Azure SQL Database
2. Rule Execution App Service for Salesforce
3. InRule Decision Client package for Salesforce

Section 3 of this document, Performing the Installation: In Azure, provides a complete walkthrough for
setting up each of these components.

Appendix B: Anatomy of a Request for Execution of Rules Diagram contains a more complete diagram
depicting how a standard request navigates through components.

2.3 Salesforce - IIS On-Premises Rule Execution Service

If for any reason you cannot use the Azure App Service, the Rule Execution Service and Catalog Service
can also be installed in an on-prem environment, or in any laaS server configured with 11S. The following
three components are required:

1. Catalog Web Service and Database
2. Rule Execution Web Service for Salesforce
3. InRule Decision Client package for Salesforce

Installation Documentation and InRule Installer, which will be used to install the Catalog Service, are
available on our support website’s downloads section and provide instructions for setting up the catalog.

Detailed installation steps are not included with this guide, but the InRule.Salesforce.WebService.zip
package in the RuleExecutionAzureService folder can also be deployed in an on-prem environment. This
is a Web Deploy package, so it can be deployed via MSDeploy or by copying the contents to an IIS Site.
Alternatively, an MSI is also provided, located in the same file directory as the aforementioned Web
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Deploy package. This can provide a more streamlined installation process for on-prem Rule Execution
services.

3 Performing the Installation

This section discusses the steps needed to integrate InRule with Salesforce. Using this scenario InRule
components are hosted on Microsoft Azure.

3.1 Solution Overview

This guide will provide the instructions for setting up all the components below:

__________________________________________________________________________________________
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Cloud
Catalog App Service and Azure SQL Database
A Catalog service will be used to store Rule Apps that will be consumed by the Rule Execution App
Service. This Catalog Service will be hosted as an Azure App Service. The back end of the Catalog
Service utilizes an Azure SQL Database for retrieval and persistence of Rule Applications.
Rule Execution App Service for Salesforce
The Rule Execution App Service is responsible for loading Salesforce entity data, executing rules against
loaded data, and responding to Salesforce with rule execution results.
InRule for Salesforce App

The InRule for Salesforce App contains Apex classes, as well as custom settings and objects. It is
configured to communicate with the execution service over REST.
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3.2 Gathering prerequisites

This section reviews what you will want to have prepared before you begin with the integration steps in
the next section.

Optional Resource Files

The following file can be downloaded from our support website’s downloads section:

e InRule for Salesforce.zip

This zip file contains several resources that can be used in advanced deployments. A typical installation
does not require the use of these resources, as all the required deployment assets are available online.
However, this zip file provides an alternative means of accessing the InRule for Salesforce assets.

After you have downloaded this file, but before extracting, make sure that you go to the file properties for
the zip and select Unblock. If the zip file is not unblocked before extracting, the deployment scripts will
not be able to execute successfully.

computer and might be blocked to
help protect this computer.

] Accessed loday. August 16, 2018, 8:54:U3 AM

¢ Attributes [JReadonly []Hidden Adwanced...
| Securty: This file came from another Unblock

1

’ Cocel | | tonl

After unblocking the zip file, extract the contents to a working folder. When you are finished, you should
have a directory structure that looks like this:

| InRule for Salesforce.zip
I
L —1InRule for Salesforce
| readme.txt
I
F———RuleApplications
| SalesforceRules.ruleappx
I
F—~RuleExecutionAzureService
| azuredeploy.json
| azuredeploy.parameters.json
| InRule.Salesforce.WebService.zip
I
L———RuleHelperDeployment
InRule.Salesforce.RuleHelper.dll
...(many other supporting files)
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Rule Authoring Environment

A rule authoring environment is used to upload a Rule Application to your Catalog Service. A rule
authoring environment is a machine or virtual machine where irAuthor has been installed with the irX for
Salesforce extension. If you followed the instructions outlined in irX for Salesforce Help Documentation,
then you should already have a rule authoring environment available to you.

We have made it a point to call out the rule authoring environment separately because it is important to
be aware of the licensing implications of this step. You will need to utilize an irAuthor license and an irX
for Salesforce license to activate the related components in the authoring environment. If you are a
system administrator who does not intend to perform rule authoring activities after the deployment is up
and running, you can either chose to borrow an environment from someone who will use a rule authoring
environment, or you will want to be sure to deactivate your license when you're finished with your
deployment responsibilities.

Administrative Accounts

Salesforce Service Account

You will need an existing or new Salesforce account to use as a service account to connect to the
Salesforce API. This account will be used by the rule execution service to load and save data from
Salesforce required by rules. This account does not need to be a System Administrator account, but it will
need permissions to use the Salesforce API and interact with entities used by rules.

Security Token

If the account does not already have an API token, then log into the Salesforce portal and go to the user
Settings from the avatar menu in the top-right. On the sidebar that appears, navigate to My Personal
Information - Reset My Security Token. On the page that appears, click the ‘Reset Security Token’, and
you should receive an email within a few minutes that contains an API token.

@ Important: Security tokens are, in most scenarios, required. They are only optional in scenarios
when the account attempting to authenticate is connecting from a Trusted IP address. Trusted IPs can be
set globally, meaning any user that connects from an IP in the trusted range will be regarded as trusted,
or on the Profile level, meaning that only users assigned to the given Profile will be regarded as trusted
when connecting from an IP that falls in the trusted range. But regardless of how Trusted IPs are
configured, if the account in question does not fall in a configured Trusted IP range, it must have a
security token set.

If trusted IP ranges are enabled for this account, you will not see the ‘Reset My Security Token’ button. If
this is the case, simply leave this value blank where required later.

[y - e
P ?“_-’:‘;’ ﬁ.’;;_ @

3

TE
ik

€

sg#  User User
s
- energy-dream-6966-dev-ed.cs45.my.salesf...

Settings Log Out

USERNAMES
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EEE Sales Home  Chatter  Opportunities Leads ~  Tasks Files ~  Accounts ~  Cor

Q@ Quick Find ﬂ Reset My Security Token

~ My Personal Information

Reset Security Token

Advanced User Details

Approver Settings

Authentication Settings for When you access Salesforce from an IP address that isn't trusted for your company, and you us
also reset.
External Systems

Change My Password ?lh\ After you reset your token, you can't use your old token in API applications and des
Connections 4

Grant Account Login Access SRR AR

Language & Time Zone

Login History

Personal Information

I Reset My Security Token

Security Central

Other Credentials

Administrative Password to use for Catalog Service: You should decide what username and
password you want to use for administrative privileges within irCatalog. You will use this password when
following the referenced catalog setup guide and will need to provide it when deploying the Execution
Service.

** This walkthrough utilizes the default login of ‘admin’ and password of ‘password’. It will be up to the
reader to go through the process of utilizing the Catalog Manager to change these credentials to be more
secure.

API Key for the Rule Service: The rule execution service is protected using an APl key. For SaaS
deployments, your API key can be found in the InRule Portal by navigating to “Provisioned Resources”
and finding the “Execution” resource. For Self-hosted deployments, you can generate your own key, but it
is important to save this key as it will be used when configuring Salesforce later.

Administrative Password to use for SQL Server: You should decide what username and password
you want to use for administrative privileges on the SQL Server. You will use this password when
following the referenced catalog setup guide.

** This walkthrough will utilize the above administrative login and password for the Catalog Service to
connect to the SQL Server Database. In a more secure environment, a separate SQL User should be
created that only has access to the single database needed by the catalog. It is up to the reader of this
document to go this more secure route.

Administrative Login and Password for Microsoft Azure: You must have a username and password
that will be used to perform administrative tasks within Microsoft Azure.

InRule Azure License File

Copyright© 2024 by InRule Technology, Inc. All Rights Reserved. Page 10 of
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You will need a special .xml file used for licensing InRule in an Azure cloud environment. This may have
been provided with your InRule Welcome package. You can contact support@InRule.com if you have
questions about where to get your license file.

Deciding resource names

The following worksheet can be used to decide what to name Azure resources as you go through this
Guide.

Many of these resources must have names that are unique in the world; they are hosted on Microsoft
Azure and are given domain names that match. We recommend creating a “Base” name that does not
exceed 14 characters. We recommend encoding an organization name, an application name, and an
environment name into this ‘Base’ name. For Example:

{ApplicationAbbreviation}{OrganizationAbreviation}{EnvironmentAbreviation}

MyAppInRuleDev
12345678901234

You can choose to follow this convention or invent your own.

Resource and Description Example Name

Base Name MyAppInRuleDev

Azure Resource Group Name MyAppInRuleDevResourceGroup

Azure SQL Server Name myappinruledevsqglserver

must be lLower case

Catalog Database Name MyAppInRuleDevCatalogDb

Catalog App Service Name MyAppInRuleDevCatalogService

Rule Execution App Service Plan Name MyAppInRuleDevRuleExecutionAppServicePlan
Rule Execution App Service Name MyAppInRuleDevRuleExecutionAppService

Enabling OAuth Username-Password Flow

Starting with the Summer '23 Salesforce update, new Salesforce instances now have the Allow OAuth
Username-Password Flows setting disabled. In order for InRule to authenticate back to Salesforce, you
will need to verify that this setting is enabled.

To begin, navigate to the OAuth and OpenID Connect Settings page by using the quick find search box.
Once there, find the Allow OAuth Username-Password Flows toggle and enable it.

Copyright© 2024 by InRule Technology, Inc. All Rights Reserved. Page 11 of
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SETUP
ﬂ OAuth and OpenlD Connect Settings

OAuth and OpenlD Connect Flows
Control which OAuth 2.0 and OpenlID Connect flows your connected apps can use. These settings affect your entire org. Username-password flows are blocked by default in orgs created in
Summer ‘23 or later. Blocking a flow can break managed packages, mobile apps, and other integrations that use the flow. We recommend testing changes in a sandbox before implementing in

production.
I Allow OAuth Username-Password Flows
OW your org to use the legacy UAUTh 2.0 Username-password flow to authorize an app that already has the user's credentials. on
Allow OAuth User-Agent Flows

Allow your org to use the OAuth 2.0 user-agent flow to authorize apps such as mobile apps and desktop clients.

Q

n

Allow Authorization Code and Credentials Flows C)
Required for Headless Identity features. Headless Identity features are available only for external users, also known as customers and partners. off
Require Proof Key for Code Exchange (PKCE) Extension for Supported Authorization Flows C’
Require the PKCE extension for all variations of the OAuth 2.0 authorization code flow, including the web server flow, the hybrid web server flow, the

o]

iff
Authorization Code and Credentials Flow, and the hybrid Authorization Code and Credentials Flow.

3.3 Deploying and Configuring Components

There are two primary paths for deploying the required InRule components:

1. App Stores: Azure Marketplace and Salesforce AppExchange - (Recommended) Provides a
straightforward, Ul-driven process that simplifies deployment and eliminates the need to
individually deploy both the Catalog App Service and the Rule Execution App Service. Both the
Azure Marketplace (for InRule App Services) and the Salesforce AppExchange (for the InRule for
Salesforce App) must be utilized to deploy their respective InRule Apps (see matrix below).

2. Manual Deployment using ARM Templates and Scripts: Manually deploy Azure Resource
Management (ARM) Templates through either the Azure Portal, Powershell, or Azure CLI; then
deploy the InRule for Salesforce App via a versioned package link to your Salesforce
environment.

InRule components by deployment path:

InRule Component App Stores Manual Deployment
Catalog App Service ARM Template

Azure Marketplace

Rule Execution App Service for

ARM Template

Salesforce
InRule for Salesforce App Salesforce AppExchange | Versioned Package Link
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While deploying from Azure Marketplace and AppExchange is generally recommended for initial
environments; in advanced scenarios the manual deployment resources can be leveraged for multi-
environment DevOps automation. Also note, choosing either path does not require you to stay on the
same path across all components; as the deployment options can be mixed and matched as situations
warrant.

The following sections are primarily focused on the manual deployment path for the Catalog App Service
and Rule Execution App Service for Salesforce, while focusing on the AppExchange deployment path for
the InRule for Salesforce App. However, there are still relevant config and testing steps which apply to
both paths. For Marketplace deployments, you may skip the manual deployment steps and go directly to
the relevant sub-sections for license management, configuration, and setup verification.

3.3.1 Catalog App Service

Installing the Catalog App Service

The first major objective for a Salesforce implementation is the deployment of a Catalog service to
Microsoft Azure.

During this process, you will be creating:

e An Azure SQL Server Database
e An Azure App Service to host the InRule Catalog in the Azure cloud

When you are finished, you should be able to connect to this app service from a locally installed copy of
irAuthor, and successfully save a RuleApp to the catalog.

The full process of installing the Catalog in Microsoft Azure is outlined in the documentation found on the
InRule AzureAppServices GitHub, which can be found here:

https://github.com/InRule/AzureAppServicestircatalog

Pleasure ensure you are installing the irCatalog service, not the irServer Rule Execution Service, which is
found on the same page and is not compatible with Salesforce.

Testing the Catalog App Service

At the conclusion of the installation process outlined above you should have a Catalog URI, Username,
and Password to use to connect to the catalog service. We'll now verify that we can appropriately connect
to it.

To begin, open up irAuthor. By default, the Catalog App Service is deployed out with a test rule app
already available on it. We can attempt to access this rule app to verify that everything is working
correctly.

1: From the irAuthor launch screen, navigate to File -> Open -> Open from Catalog
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"] Open
O Start Page ==
Open from Catalog

Open a rule application from an InRule Catalog

MNew
Open from File

Open a rule application from the file system

Open Rule Trace File
= A Opens a trace file and associated rule
DQ. application

Q-

Extensions Options || X Exit

2: Choose Add Catalog, enter connection information for the Catalog Server that
you deployed, and then select Use This.

B Loginto catalog X

# Add Cotolog s o

myappinmledemlng;ewke.(lampp.m = Use this I}h

Catalog name: myappinruledevcatalogservice.cloudapp.net "-_'_ e

Use Single Sign-On: O o

“— o

Password:  eseesess 4"'-_-

Catalog URI: https://myappinruledevcatalogservice.cloudapp.net/senvice.sve .‘—- o
1 x

Advanced options v

°

T Tlee versinns: T

3: Select the SalesforceRules rule app and hit Open

Mame Revision Used in

SalesforceRules

Open Cancel

If the SalesforceRules rule app is there and opens without issue, then your catalog app service is good to
go.

If the rule app does not appear as an option to open after connecting to the catalog, you can try the below
steps as an alternative method of testing:

4: Download the SalesforceRules sample rule app.

5: Navigate to this file in your rule authoring environment and double click on it,
this will open the file with irAuthor.

Page 14 of
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‘ @ = | RuleApplications

Share View

« v 4 <« InRule for the Salesforce Platform »  RuleApplications
| 0 MName Status Date modified
u SalesforceRules.ruleappx @ 471772019 517

PM

3: Save the Rule Application by choosing File &> Save As >Save to Catalog

u| Hl ® | |52 = SalesforceRules - InRule irAuthor
l DEVELOPER
'] Save As + A n
Q Start Page !' =. :
S Catag Paste Add Duplicate - Categorize ll;
E Save the rule application to an InRule Catalog e Bookmark PR S Appli
MNew . T
Save to File 4 ags
Q Save the rule application to the file system
~ Open "
SalesforceRules
=P
Mixed ¥ | @
E Save As L]
Enabling/disabling of rule sets (i
E Save a Copy Access to parents from Language Rules
[ =
Close . R
Edit Rule Templates and Classifications to create a custom vocabulary,
Go to vocabulary
Q- -
Extensions Options | | X Exit 30000 (ms)
L =
Maximum cycle count: 100000
2. Rule Flows .

6: Choose Add Catalog, enter connection information for the Catalog Server that

you deployed, and then select Use This.

B Loginto catalog X

& Add Catalag 4_

myappinruledevcatalogservice.cloudapp.net 3 Ussthis e

Catalog name: myappinruledevcatalogsenice.cloudapp.net g —

Use Single Sign-On: 0

Usermame: admin K

Pasemord: cereeeee "

Catalog UR: hitps://myappinruledeveatalogsenvice,cloudapp.net/service.sve T ——
3 x

Advanced aptions v

o

T Tler versinne T

=7: Save with the name SalesforceRules
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@
Mame: SalesforceRules
Action: Check In [ Leave checked out
Save to the 'admin’ workspace
| Save am ® New
) Existing: -
| Label: ®) New: LIVE
_) Existing: -

Comments:

@ Catalog information
1

OK Cancel
|

Save the Rule Application to the Catalog using the name of SalesforceRules. You must also be sure to
provide the label, which needs to match the label configured on the Catalog Service.

At this point, if you can click OK without an error, you have successfully saved the SalesforceRules Rule
App to the new Catalog that you have created.

If you have any trouble getting to this point, it is advised that you resolve any issues with the Catalog
before attempting to continue.

Upload License File

Next, you'll need to upload a license file to the web app service in order for the Rule Execution App
Service to properly function. The simplest way to upload the license file is via the Azure App Service
Editor. Alternatively, you can deploy the license file via FTP. Walkthroughs of both these approaches can
be found in Appendix K: License Management.
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3.3.2Rule Execution App Service for Salesforce

Next, we will deploy the InRule Rule Execution service as an Azure App Service, along with all its Azure
resource dependencies. To make this process easier, we will be using an Azure Resource Manager
(ARM) template, which allows us to deploy and configure all the Azure resources the Rule Execution
Service relies on.

There are a number of methods for deploying an ARM template; this documentation will detail two: via
Azure CLI and via PowerShell.

Alternatively, while this document does not provide a walkthrough of it, the ARM template provided is
configured to work with Azure Portal deployment. For an overview of how to leverage ARM deployment
through the Azure Portal, reference Microsoft's documentation: Deploy resources with ARM templates
and Azure portal and navigate to the section titled “Deploy resources from custom template”.

You can navigate directly to the Azure Portal page for deploying an ARM template at this link: Custom
deployment - Microsoft Azure.

A Marketplace - Microsoft Azure X + B 8 %
<« C @& httpsy//ms.portal.azure.com/#blade/Microsoft_Azure_Marketplace/M eOffe e/selectec o 1
Microsoft Azure R E & 0 & ? ©
1 «  Home > New > Marketplace

Marketplace & X
ﬁ Home o o o - o P

You have private offers available. Click here to see.
[ pashboard

S All services l O template x Pricing : Al Ope

FAVORITES Categories Publisher : All

@) Resource groups
All resources o
Showing All Results

T) Recent Al + Machine Learning

S App services Analytics

i =
Template deployment PrestaShop Advanced
(deploy using custom Template

SQL databases

A Virtual machines

Subscriptions PrestaSh

Containers

— § -
Storage accounts Pafabiasis

43! HDInsight clusters
Developer Tools

! Data Lake Analytics
DevOps

D Azure Active Directory

3l Data Lake Storage Gen1 he &

1: Locate azuredeploy.parameters.json

Before deploying the ARM template, we need to define certain parameters.

The required azuredeploy.json and azuredeploy.parameters.json files can be downloaded here -
AzureAppServices/Salesforce at master - InRule/AzureAppServices - GitHub.

Alternatively, they can be located within the InRule for Salesforce.zip file downloaded in Section 3.2:
Optional Resource Files.

‘ | B [ = | RuleExecutionAzureService
Home  Share  View

< v < InRule for the Salesforce Platf.. > RuleExecutionAzureService v

O Name Status Date modified Trpe

T azuredeployjson @ JSON
LT azuredeploy.parametersjson [e] JSON
|4 Deploy-AzureResourceGroup.psi @ Wind
¥ InRule Salesforce WebService.zip @ Com
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2: Update parameters

Before completing this section, make sure you have the following credentials:

e Salesforce Credentials

e Salesforce API Security Token
e Salesforce Connected App

e InRule Catalog credentials

Open the file with your text editor of choice and edit the parameters listed below
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"¢schema” : s :// sche
"contentVersion": "1.8.8.8"
"parameters": {
"appServiceName": {
"yalue®: "™
k.
"sfLoginurl®: {
"value™: "hit
i
"sflUsername”: {
"valua™: "'
E
"sfPassword": {
"yalue": "°
.
"sfSecurityToken": {
"wvalue"™: ""
b,
"sfConsumerHey": {
"valua™: "'
e
"sfConsumerSecret": {
"yalue": "°
k.
"catalogUri®: {
"yalue": "™
},
"catalogUser”: {
"wvalue": "admin"
ks
"catalogPassword": {
"valua": "password"
k.
"ruleAppLabel™: {
"yalue": "™
b,
"executionServiceApiKey™: {
"wvalue": "°
7
"appServicePlanName": {
"valua": "'
|
"ereatelrlUpdateAppServicePlan": {
"valua": truec
i,
"inRuleVersion": {
"yalue": "5.8.8"
ke
"appInsightsResourceName": {
"wvalue": "*
E
"appInsightsInstrumentationKey": {
"value": "'
kb,
"appInsightsConnectionString": {
"yalue": "f
¥
}
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1. appServiceName

2. catalogUri

3. catalogUser

4. catalogPassword

5. ruleAppLabel

6. sfLoginUrl

7. sfUsername

8. sfPassword

9. sfSecurityToken

10. sfConsumerKey

11. sfConsumerSecret

12. executionServiceApiKey

13. inRuleVersion (To deploy most
modern version, leave as default
value)

14. appServicePlanName (If you wish
to override the default value)

15. createOrUpdateAppServicePlan

16. applInsightsResourceName

(If you wish to create a new Al
resource)

17. applnsightsinstrumentationKey

(If you wish to use an existing Al
resource)

Provide a name for the Azure App Service that the Rule Execution Service will run on.

Note, by default, an App Service Plan will be created by the ARM template. The App
Service Plan will follow the naming convention of the App Service name you provide here,
with “Plan” appended to the end (ex. appServiceNamePlan). If you wish to deploy your app
service to an already existing App Service Plan rather than create a new one, or for more
information on the necessary configurations for the App Service Plan, reference Appendix
F: Azure App Service Plan and Application Insights Configuration

The URI for the Catalog Service that will be used
Example:
https://myappinruledevcatalogservice.cloudapp.net/service.svc

Username for Catalog Service, default value is ‘admin’.

Password for Catalog Service, default is ‘password’, please change this using the catalog
manager!

Optionally supply a default label used by the execution service to identify the ruleapp
version to run.

The default for this is set to https://login.salesforce.com/services/oauth2/token, but you can
change this to the relevant URL for your instance if you are deploying to something like a
sandbox instance

Salesforce username for the service account used to connect from the execution service to
the Salesforce API

Password for the Salesforce service account

API token for the Salesforce service account. Security tokens are required unless the
service account will be connecting from an IP address that falls in a trusted IP range
configured in Salesforce.

OAuth consumer key for the connected app

OAuth consumer secret for the connected app

Api key used to secure the rule service. This same api key will need to be provided to
Salesforce during configuration

This parameter allows the user to configure what version of the InRule Rule Execution
Service they wish to deploy. By default, this parameter will be set to the most modern
version.

Provide a name for the Azure App Service Plan. If you leave this value blank it will be
derived as the App Service name you provide above, with “Plan” appended to the end (ex.
appServiceNamePlan)

Note, by default, an App Service Plan will be created by the ARM template. If you wish to
deploy your app service to an already existing App Service Plan rather than create a new
one, or for more information on the necessary configurations for the App Service Plan,
reference Appendix F: Azure App Service Plan and Application Insights Configuration

By default, this value is set to true, and an App Service Plan will be created by the ARM
template. If you wish to deploy your app service to an already existing App Service Plan
rather than create a new one, set this value to false and reference Appendix F: Azure App
Service Plan and Application Insights Configuration.

If you want to use Application Insights as a log sink in addition to the app service logging
already enabled, but do not already have an Insights resource that you want to use, specify
a name for a new resource here. Specifying a value for this parameter will create a new
Application insights resource with the given name and populate the instrumentation key app
setting on the app service with the key from this new resource. If you provide a value for
this parameter, do not provide a value for applnsightsinstrumentationKey.

Provide an Instrumentation Key if you have an existing App Insights resource you'd like to
use for logging and telemetry. If you are configuring this in a nonstandard azure
environment (such as Azure Government), please additionally provide an App Insights
Connection String. Otherwise, leave this value blank and provide a value for the
'applnsightsResourceName' parameter, which will create the resource for you. For more
information on the logging view Rule Execution Service Event Log.

Copyright© 2024 by InRule Technology, Inc. All Rights Reserved.

Page 20 of
107

CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent.


https://myappinruledevcatalogservice.cloudapp.net/service.svc
https://login.salesforce.com/services/oauth2/token

InRule for Salesforce Deployment Guide INRULE

18. applnsightsConnectionString Only override the default value here if you have an existing App Insights resource you'd like
to use, AND you need to use a non-standard connection string. If you need to supply your
own connection string, be sure to set that value here, as well as providing your
instrumentation key in the applnsightsinstrumentationKey parameter. If you want this
template to manage the App Insights resource for you, or only need to provide an
instrumentation key, leave this value as the default and provide values for
applnsightsResourceName or applnsightsinstrumentationKey instead.

(If you wish to use an existing Al
resource in a non-standard Azure
environment)

Additionally, for any consideration about using app insights or setting it up in a non-
standard Azure environment view Appendix G: Azure Application Insights Configuration

Once you have finished configuring your parameters, save the completed parameters file and keep a
spare copy on hand for future upgrades or automation.

3: Option 1: Deploy ARM Template with Azure CLI

Now that the ARM template is configured, we’ll deploy it to get the resources up and running. The
following will detail how to use the Azure CLI to deploy the ARM template (Note, this section assumes
Azure CLI has already been installed):

3.1 Run Command Prompt or Powershell

BN Command Prompt

3.2 Navigate to the RuleExecutionAzureService folder

E¥ Command Prompt

utionAzureService

C:\RuleE utionAzureServi az login

3.4 Enter your Azure admin credentials to login when prompted in the
new browser window opened

¥ Microsoft

Sign in

‘Ema\\ phone, or Skype

Can't access your account?

Mo account? Create one!

3.5 Select the appropriate subscription

If your Azure account has access to multiple subscriptions, you will need to set your active
subscription to where you create your Azure resources:
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C:\RulekxecutionAzureService»az account set --subscription SUBSCRIPTION_ MNAME

3.6 Create Resource group

If you have not created a resource group yet, you will need to create one. You will need to define a
name and a geographic location for where to host the resource. This example uses Central US:

C:\RuleExecutionAzureService>az group create --name ResourceGroupMame --location centralus

3.7 Execute the following command to deploy the ARM template

Replace “ResourceGroupName” with the name of the Azure Resource Group you want to deploy to

file

Observe that the template deploys with no errors

4: Option 2: Deploy ARM Template with Powershell

(If you have already deployed the ARM template via Azure CLI in the section above, this section is not
necessary)

Now that the ARM template is configured, we’ll deploy it to get the resources up and running. The
following will detail how to use Powershell to deploy the ARM template (Note, this section assumes Azure
PowerShell has already been installed):

1.1 Run Powershell

EXN Windows PowerShell

1.2 Navigate to the RuleExecutionAzureService folder

EN Windows PowerShell

PS C:%»> cd .\RuleExecutionAzureServicel,

PS C:\RuleExecutionAzureServices

1.3 Enter “Connect-AzureRmAccount” to login into Azure

S C:‘\RuleExecutionAzureServicer Connect-AzureRmAccount

1.4 Enter your Azure admin credentials to login when prompted in the
new browser window opened
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B® Microsoft
Sign in

i phina: o0 Sy

1.5 Select the appropriate subscription

Upon logging in, your default subscription information will be displayed:

EN Administrator; Windows PowerShell

criptionName :

criptionld
nantId
nvironment

If this is not the subscription you want to deploy to, you can use the “Select-AzureRmSubscription”
cmdlet to change the targeted subscription. Just replace “SubscriptionNameHere” with the name of
the desired subscription:

EN Windows PowerShell

PS C:\RuleExecutionAzureService» Select-AzureRmSubscripton SubscriptionNameHere

4.6 Create Resource Group

If you have not created a resource group yet, you will need to create one. You will need to define a
name and a geographic location for where to host the resource. This example uses Central US:

PS5 C:\RuleExecuticonAzureService> MNew-AzureRmRescurce@roup Resource@roupName centralus

4.7 Execute the following command to deploy the ARM template

Replace “ResourceGroupName” with the name of the Azure Resource Group you want to deploy to

PS C:%RuleExecutionAzureService> New-AzResourceGroupDeployment ResourceGroupName

JAazuredeploy.json .azuredeploy.param

Observe that the template deploys with no errors

5: Verify Setup

Navigate to the Azure portal and locate the deployed App Service

1 of 2 items selected Show hidden types @
4 armTestAppService App Service
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Ensure that all of the app settings are configured correctly for your setup

0 Search (Ctrl+/)

& Tags Application settings ~ General settings ~ Default documents  Path mappings
X Diagnose and solve problems

Application settings

O Security
Deployment -+ New application setting <@ Show values ¢Z Advanced edit
€ icksta \
Quickstart Name Value
11l Deployment slots
aspnet:UseTaskFriendlySynchronizationContext Hidden value. Click show values button above to
. Deployment Center
inrulelogging:level Hidden value. Click show values button above to
Settings
1} Configuration inruleirepositorylicensingdicenseFolder Hidden value. Click show values button above to
Authentication / Authorizati... inruleisfauth:consumerkey Hidden value. Click show values button above to
@ application Insights
inruleisfauth:consumerSecret Hidden value. Click show values button above to
Identity
& packups inrule:stauthiloginUr Hidden value. Click show values button above to
& Custom domains inrule:sfauthpassword Hidden value. Click show values button sbove to
O ssL settings
inrulesf.auth:securityToken Hidden value. Click show values button above to

6: Upload License File

Next, you'll need to upload a license file to the web app service in order for the Rule Execution App
Service to properly function. The simplest way to upload the license file is via the Azure App Service
Editor. Alternatively, you can deploy the license file via FTP. Walkthroughs of both these approaches can

be found in Appendix K: License Management.
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3.3.3InRule for Salesforce App

At this point, all the Azure requirements are met. The execution service should be listening for incoming
communication from Salesforce. We must now setup the InRule for Salesforce App, which is done with a
managed Salesforce package. This can be done via either AppExchange or direct install link:

e Deploy latest version — navigate to the AppExchange, select ‘Get It Now’

e Deploy specific version — deploy the specific version associated to this Deployment Guide
(refer to cover page for version)

1: Install from AppExchange:

InRule for Salesforce can be installed from the Salesforce AppExchange marketplace. You can either
search for ‘InRule for Salesforce’ or go directly to the listing here:
https://appexchange.salesforce.com/appxListingDetail ?listingld=a0ON3A00000FMd5cUAD When you get
to the listing page, you’ll need to select ‘Get It Now’ and choose the org you want to install the package in.

< SEARCH RESULTS | ALL APPS
InRule® for Salesforce

By InRule

RATING LISTED ON
(0) 9/25/2020

LATEST RELEASE
9/10/2020

Watch Demo

Automate Business Decisions and
Rules Without Code

InRule for Salesforce is the leading

enterprise-grade decision platform that
1 of 6 : Using the Managed Lightning Component provides the ability to create and

for Automation automate complex business decisions in
Salesforce. InRule can be used for lead
routing, claims adjudication, loan
eligibility, and much more.
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Where do you want to install this package?

Install in a Production Environment

Install this package in the org where you or your users work, including Developer Edition orgs.
* Connected Salesforce Accounts

sfgal@inrule.com

c

Don't see your account? Mare Info

Yy
v
Install in Production

Install in a Sandbox

Test this package in a copy of a production org.

Install in Sandbox

Once you've selected an org and logged in, you’ll see a screen prompting you to install the package.
Select ‘Install for all users’ and hit ok. Installing this package installs all the components required for
integrating with InRule, including a configuration app, Apex classes, and custom settings and objects.
Once the installation is complete, you will need to configure the connection to the execution service.

2: Navigate to the InRule for Salesforce App

In Lightning view, select the Salesforce App Launcher button in the top right of the home screen and
select “View All”

I .
e etup Home Cbject Manager v

Q, Search apps and items... L
a

Apps

W

™1 secrvice

Marketing

Community

U Salesforce Chatter

D Content

n Sales Console

F o T

El Service Console

View Al
>

Select the InRule App
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App Launcher

v All Apps

]
0

Service
Manage customer service with accounts, contacts, cases, and
more

Salesforce Chatter
The Salesforce Chatter social network, including profiles and
feeds

Service Console
(Lightning Experience) Lets support agents work with multiple
records across customer service channels on one screen

Bolt Solutions
Discover and manage business solutions designed for your

ksearch apps or items.

Marketing
Best-in-class on-demand marketing automation

Content
Salesforce CRM Content

Sales
Manage your sales process with accounts, leads, opportunities,
and more

InRule
Easily manage decisions and business rules without code

INRULE

industry.

This app provides useful information on how to get started using InRule for Salesforce, as well as quick
links to important configuration pages and logging.

3: Configure the InRule App

Connected App
First, create a new Connected App in Salesforce that is configured for OAuth authentication. Navigate to
Setup = App Manager -> New Connected App

Setup Hoene | Ot

In the top right, select “New Connected App”

New Lightning App

QC SETUP
Lightning Experience App Manager
St Hamae

Sendice Sebup Astistant

Peluli-Facnor Authannication

AEEELARL
b LISaRins

Lighning Exparence Transikon

Asshtant

e Sakestoros Mobie App
QuicicStart

AppEschange Markelplaoe
3 Conrmslid ADRS
¥ Lighining Baoit
¥ Sloblie Apps

¥ Paciaging
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Fill out the Basic Information and configure OAuth authentication. The Rule Execution Service uses the
Username-Password authentication flow, so there is no callback URL, but because Salesforce requires
this field to be populated, enter any properly formatted URL; it will not be used. Also, be sure to add “Full

access” to the Selected OAuth Scopes. Any other values can be left as defaults.

Basic Information

Connected App Name
APl Name
Contact Email

Contact Phone

Logo Image URL

lzon URL

Info URL

Description

v API (Enable OAuth Settings)

Enable DAuth Settings
Enable for Device Flow

Callback URL

Use digital signatures

Selected OAuth Scopes

Require Secret for Web Server Flow

Require Secret for Refresh Token Flow

J[inRule Rule Execution

[ |

I‘ InRule_Rule_Execution

I‘ person@inrule.com |

Upload logo image or Choose one of our sample legos

Choose one of our sample logos

O

hitps:illogin.salesforce. com/service/oauth2icallback

O

Available OAuth Scopes

Selected QAuth Scopes

Access and manage your Wave data (wave_api)
Access and manage your data (api)
Access custom permissions (custom_permissions)

Allow access to Lightning applications (lightning)
Allow access to content resources (content)
Allow access to your unique identifier (openid)

Provide access to custom applications (visualforce)
Provide access to your data via the Web (web)

Access your basic information (id, profile, email, address, phone)

Perform requests on your behalf at any time (refresh_token, offline_access)

o~ Full access (full)

Remove

After saving, select the newly created Connected App and inspect the OAuth settings. Record the
Consumer Key and the Consumer Secret.

Connected App Name

irX for the Salesforce Platform

« Backto List: Custom Apps

Edit | Delete || Manage

Version
APl Hame
Created Date

Contact Email

Contact Phone
Last Modified Date

Description
/ Info URL

1.0
ind_for_Salesforce
5/10/2016 8:45 AM
By —

91312016 9:22 AW
By i

Help for this Page @&

\

v API lEn#e OAuth Settings)

Consumer
Key

Selected  Full access (full)
OAuth
Scopes

Consumer  Click to reveal
Secret

Callback  hitps:/fap1 salesforce com
URL  /semnvices/oauth2ftoken
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If your Salesforce instance was created after the Summer '23 update, verify that you have enabled the
‘Allow OAuth Username-Password Flows’ toggle on the OAuth and Openld Connect Settings page.

SETUP
‘ a OAuth and OpenlID Connect Settings

0QAuth and OpenlID Connect Flows
Control which OAuth 2.0 and OpenlID Connect flows your connected apps can use. These settings affect your entire org. Username-password flows are blocked by default in orgs created in

Summer 23 or later. Blocking a flow can break managed packages, mobile apps, and other integrations that use the flow. We recommend testing changes in a sandbox before implementing in

production.
I Allow OAuth Username-Password Flows
W your OTg 0 use the legacy OAUT 2.0 username-password flow to authorize an app that already has the user's credentials. on
Allow OAuth User-Agent Flows

Allow your org to use the OAuth 2.0 user-agent flow to authorize apps such as mobile apps and desktop clients.

o]

n

Allow Authorization Code and Credentials Flows
Required for Headless Identity features. Headless Identity features are available only for external users, also known as customers and partners.

v

ff

Q

Require Proof Key for Code Exchange (PKCE) Extension for Supported Authorization Flows
Require the PKCE extension for all variations of the OAuth 2.0 authorization code flow, including the web server flow, the hybrid web server flow, the

v

Q

ff
Authorization Code and Credentials Flow, and the hybrid Authorization Code and Credentials Flow.

Once you have completed these steps, you should have the token, consumer key and consumer secret,
all of which are required for authentication with Salesforce in addition to the username and password.

Named Credential

Next, we need to configure the Named Credential in Salesforce. This will be used by the Apex code to
make secure HTTP requests to the Rule Execution Service. See Appendix H: Named Credential
Configuration for instructions on how to set up your Named Credential.

Custom Setting

Once you have set up the Named Credential, navigate back to the InRule App and return to the
configuration tab. Under the “Custom Settings” header, click the “Custom Settings” shortcut link to
configure your default rule app name and logging level.

Custom Settings

Once you've set up the Named Credential, navigate to the Custom Setting installed by the package at Setup — Develop — Custom Settings — InRule — Manage — Edit. You can click below
as a shortcut to that location:

Click on the InRule label

Custom Settings weipfor tis Page @

Use custom settings to create and manage custom data at the organization, profile, and user levels. Custom settings data is stored in the application cache. This means you can access it efficiently, without the cost of repeated queries. Custom settings data can be used by formula fields,
Visualforce, Apex, and the Web Services APL

Get Usage

View: [ T | Creste New View

;::;ﬂ . :S::W ::::ype :::pzee?rmx Description Record :.;: :umhern”iecmﬂs :m size
Click “Manage”
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Custom Setting Definition

InRule

Create the fields for your custom setting. The data in these fields are cached with the application.

Custom Setting Definition Detail
Label
API Name
Visibility
Namespace Prefix

Last Modified Date

InRule
inrule__InRule_Setfings__c
Public

inrule

5i4/2020, 10:26 AM

Object Name
Setting Type

Description
Created Date

Record Size

InRule_Settings
Hierarchy

5/4/2020, 10:26 AM
201

Click “New”. Be sure to select the button above “Default Organization Level Value”, not the one below it.
The “New” button in the grid below will create a setting that is only applicable to a subset of users, but the
org level value will apply to all users. Scoped values can be used if desired, but be sure to at least define

an org level value.

Custom Setting

InRule

I the custom setting is a list, click New to add a new set of data. For example, if your application had a seiting for country codes, each set might include the couniry's name and dialing code.

If the custom setting is a hierarchy, you can add data for the user, profile, or organization level. For example, you may want different values to display depending on whether a specific user is running the app, a specific profile, or just a general user.

¥ Default Organization Level Value

View: [Al W] Creste New View

Setup Owner *

N records ta display.

New

Location

Edit InRule

InRule Information

Save | | Cancel

Location InRule

[3600 m]

Log Lewvel I| 3 |

AppDomain Cache

Rule App Name || SalesforceRules |

Configuration
Form Fields

Rule App Name

The name of the rule app that will be loaded by the Rule Execution Service when
running rules

App Domain
Cache

An integer that defines the amount of time in seconds that the InRule RuleHelper
will hold entities and collections in cache after querying for them. You can use the
“Clear Cache” button on the InRule Configuration page to clear the cache at any
time. Additionally, re-setting the configuration value to 0 will clear the cache.

Logging Level

An integer that denotes the amount of information to log after rule execution
completes. This is a default value that will be used by all invocations of the
DecisionClient, but can be overridden in the calling script. Results are written to
the InRule_Log__ c object. Values can be 0, 1, 2, or 3. *These log levels are
different than the log levels in the execution service which must be configured
independently*:

e (0 —disable all logging
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e 1 -—Logs errors and a minimal amount of information on successful
requests
2 — Logs errors, rule engine natifications, and rule engine validations
e 3 —Logs the same information as 2, but also includes JSON from the
HTTP request and response payloads, and additional trace
messages

Once configured, press Save.

4: Verify a successful deployment

Now that all of our resources are properly deployed and configured, we can test to ensure they're all
working as they should be. Navigate back to the InRule App and then the Configuration tab once again.
Under the Named Credential Header, find the “Test Connectivity” button and press it. This button will
make a mock request out to your Rule Execution Service to verify that the InRule App and all related
Azure resources are deployed and configured properly.

Named Credentials

First create a Named Credential in Salesforce. This will be used by the Decisio
Navigate to Setup — Security Controls — Named Credentials — New Named

The newly created Named Credential should be configured with the following

e Label: This should be set to “InRule Rule Execution Service”. This value is
with the correct one

e Name: This value must be set to “InRule_Rule_Execution_Service”. The r

= *URL: This setting contains the base URL for the rule service in Azure. For
created earlier. For example, https://sampleservice.azurewebsites.net

e Identity Type: Named Principal
¢ Authentication Protocol: Password Authentication

* *Username: The username used for accessing the rule service. For self-r
setting up the service in Azure

*Password: The password for accessing the rule service. For self-manage
up the service in Azure

* Callout Options: Make sure ‘Generate Authorization Header' is checked

* Note: Items marked with an asterisk will have their values provided by InRul

Once you've configured the Named Credential, click below to test the conner

Test Connectivity

If successful, you should get 3 green notifications like below:

InRule

Test Rule Catalog Connection: Success

InRule
Test Execution Service to Salesforce Connection: Success

InRule

Test Execution Service Connection: Success

5: Add the Run Rules button
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As a part of the deployment of the InRule for Salesforce App, a new “Run Rules” Lightning component
has been installed. To add and configure this component to an entity or entities, you can follow the steps
below. This example uses the Account entity and the rule app you uploaded in the Testing the Catalog
App step, but this process should work for any entity, default or custom.

Alternatively, a sample Run Rules JavaScript button has now been installed for the account and contact
entities in the Classic (non-Lightning) Ul. For guidance on how to add a Run Rules button in the Classic
Ul, refer to Appendix E: Methods for Executing Rules from Salesforce.

To begin, navigate to the entity you wish to add the button to. Note that you will have to add the button to
each entity individually.

Once on the desired entity page, find the settings icon in the top right corner and select Edit Page.

@2 e @

g

- $ Setup

Developer Consale

Edit Page

Edit Object
|

On the left-hand side of the page in the Lightning Components section scroll to the bottom of the page
until you find the InRule_RunRules in the Custom-Managed Section

w Custom (0)

Mo components available.

“ Custom - Managed (1)

InRule RunRules

Note: If you have not setup your Salesforce domain, you will see this message in the Custom-Managed
Section.

~ Custom (0}

Deploy My Domain to see custom
components here.
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Simply follow the link to setup your domain. Once it has been set and you have logged in with the new
domain come back to edit page and you should now see the InRule_RunRules Lightning Component.

Drag the InRule_RunRules Lightning component to the desired location on the page view. Once you
have placed the component, click on it and a menu bar on the right will appear with two available
configuration values.

g > InRule_RunRules

=1

Rule Application Name - leave blank to use the
default configured rule application

RuleSet Mamels) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules

The first configuration field, Rule Application Name, allows you to define a Rule Application to use for this
specific lightning component. Placing a value in this field will override the Rule Application you have
defined in your Custom Setting as the default. Leave this field blank to use the default configured Rule
Application.

The “Rule Set Name(s)” field accepts a comma delimited list of Rule Set names. Adding multiple rule sets
here will create multiple Run Rules buttons for each defined Rule Set on the page. Leaving this field blank
will leave only the singular “Run Rules” button, and this button will execute the Default Rule Set for the
given entity. The Default Rule Set is defined as the entity’s name + “DefaultRules.” For example, if you
are adding the Lightning component to the Account entity, the Rule Set name it will default to if this field is
left blank is “AccountDefaultRules.”

If no Rule Sets are defined, it will create 1 button that uses the default Rule Set for the entity. This button
will be generically titled “Run Rules”:

+ Follow Edit New Contact New Case - il . _— 3
RuleSet Namel(s) - comma-delimited list or
i leave blank to derive RuleSet as
(entityMame )DefaultRules

v Set Component Visibility

: L
i| InRule Filters
m 4 Add Filter
E o
Copyright© 2024 by InRule Technology, Inc. All Rights Reserved. Page 33 of

CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent. 107



InRule for Salesforce Deployment Guide INRULE

If one Rule Set is defined, will create 1 button that will use that defined Rule Set and will be titled with that
Rule Set’s name:

| Artivityr Chatter ‘

If 2+ Rule Sets are defined, will create a button per Rule Set that will use the respective Rule Sets, each
button titled with the rule set they map to:

InRule
‘ Artivitw Chattar

Once you have configured your Rule Sets, click save in the top right corner. It will prompt you to activate
this page to make it visible to your users, click activate.

Page Saved

Activate this page to make it visible to your users.

Activate the page now, or do it later using the Activation button in the
App Builder toolbar.

Don't show me this message again Mot Yet

Salesforce will now ask for the scope to activate the record page. Select the desired scope and click
Assign and then save on the subsequent prompt.
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Activation: Account Record Page

Custom record pages can be assigned at different levels:

@ The org default record page displays for an object unless more specific assignments are made.

n App default page assignment, if specified, overrides the org default.

g App, record type, profile assignments override org and app defaults.
Learn more about Lightning page assignment.
ORG DEFAULT

APP DEFAULT APP, RECORD TYPE, AND PROFILE

Set this page as the org default to display it for all Account records, except when app default or app, record type, or profile-specific assignments are
defined.

© 1n standard Salesforce console apps, some objects have a system app default record page. For those objects, if you assign a custom org
default page, it doesn't display to users. To enable a custom org default page to show up in the console for those objects, assign a custom
page as the app default. Check your assignments.

Assign as Org Default

Navigate back to the main entity page and the component should appear.

’ [P [ — @2 o @

Sales  Home Opportunities  Lesds v Tasks » Filss ~ Accounts v Contacts Campaigns v Dashboards w Reparts + Chatter Gmups w Calendar » People v Casss +  Forecasts P

e—
L test & 4 Folow || NewConmct | NewCase | NewNote | w

Tyoe Phone Website Account Owner Account Site Industry
H st s

Related Details News

|| We found no potential duplicates of this account.

Activity Chatter
5] contacts (0) ew
NewTask  logaCall NewEvent  Email
| Opportunities (0) New
e E3
[ cases (0) New

Filters: All time - All activities - All types Y

[ Notes & Attachments (0)

Upload Files

& Upload Files

Or arop flies

Refresn Expand Al
Next Steps

Mo next steps. To get things moving ad a task or set up a meeting

Past Activities

Mo past activity.
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Appendix A: Additional Resources

Having trouble? Relax! InRule offers many additional resources to help you get InRule correctly
integrated with Salesforce.

InRule’s Support Website

InRule’s support website can be found at http://support.inrule.com. If you do not already have a login for
our support site, the client administrator at your company has the ability to create an account for you. If
you are unsure of who your client administrator is, please email support@inrule.com.

InRule’s Support Team

The support team at InRule is available to help with any product support needs, troubleshooting
suspected product bugs, resolving any licensing issues, and free tele-hugs.

The best way to reach Support is through a detailed email sent to support@inrule.com.

You can also reach our support team by calling +1 (312) 648-1800.

InRule’s ROAD Team

ROAD Services agreements can be used to engage with ROAD, InRule’s professional services team.

ROAD can provide your organization with specialized consulting and tailored Architecture and Authoring
Guidance.

ROAD can assist with less common installation requirements, such as deployment to third party cloud
providers or integration with custom software.

ROAD can be contacted by emailing ROADServices@InRule.com

InRule Training Services

InRule offers the following interactive training services:

¢ Onsite and Remote attendance courses
e Hands-On multi-day courses with interactive labs
e Virtual Express training courses delivered online for rapid knowledge transfer

If you are interested in scheduling training services, please contact us at Training@InRule.com.
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Appendix B: Anatomy of a Request for Execution of Rules

The steps below help to give a top-level understanding of how InRule is integrated with Salesforce.
Please note these steps are a simplification that does not cover topics like caching, iterations, and
multiple environments. It serves to show how the request moves through different Azure resources.

1. The DecisionClient in Salesforce is called by a button or event. This generates a call to the Rule
Execution App Service.

2. The Rule Execution App Service makes a request to the Catalog Service, asking for a copy of the
requested RuleApp.

The Catalog Service Queries its SQL Server based database for a copy of the requested RuleApp.
The SQL Server responds with the RuleApp.
The catalog service responds to the Rule Execution App Service with the RuleApp.

The RuleApp executes inside the Rule Execution App Service.

N o o koW

Optionally, the RuleApp has an opportunity to query Salesforce for additional data needed to execute
rules.

®

The RuleApp completed execution

9. The Rule Execution App Service relays the response to Salesforce, where the InRule for Salesforce
App synchronizes changes
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Appendix C: irX General Integration Concepts

Runtime Mapping across Nested Relationships

Much like Salesforce, the InRule rule engine offers strong support for hierarchical and relational data.
Within a given Rule Application, data can be considered across parent-child relationships within a single
rule request. These relationships can take the form of Collections (1 - * relationships) or 1 — 1
relationships.

Note: When N:N relationships are imported into InRule, they behave as 1:N Collection
relationships within the Rule Application.

In addition to the abilities of both products to handle relational data, both products also offer the ability to
declaratively configure “Entities” and “Fields”. Both products also allow for different strongly-typed Entities
and Fields to be accessed with loosely-typed SDK interfaces. Because of these inherent similarities and
flexible interfaces, it is possible to build a reusable mapping component that can convert any given graph
of loosely-typed Salesforce Entities to InRule Entities, and vice versa.

Controlling irVerify Behavior with Load, Save and Inactive Record
Settings

When working with an Entity Schema composed of many related Salesforce Entities, it is often useful to
have explicit control over which relationships are either automatically loaded or automatically considered

in change detection for persistence. If a relationship is skipped during the initial load routines, then it is
available to be conditionally populated later using rules.

In the irX rule authoring ribbon, there are two buttons that give the rule author the control to denote if a
relationship should be automatically loaded or saved excluded.

HOME CATALOG DYMNAMICS SALESFORCE DEVELOPER

% c:‘: o Auto Load j j j % 9

g Auto Save
Manage Disconnect Test Regression Update Configure License Help
ltem Test Regression Test Information
Schema [tem Testing Environments Help

Note: Automatic loading and saving is enabled by default for all relationships that are
imported from Salesforce. The rule author can opt-out of these automatic behaviors by
unselecting “Auto Load” or “Auto Save”. When these buttons are selected, metadata
attributes are written into the Rule Application for the given relationship. These metadata
attributes are used by the irVerify data loader when recursively loading data or detecting
changes for persistence.

Important: If loading or saving is disabled for a given relationship, then it is also disabled for
all Entities that are children of that relationship.
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Appendix D: Accessing Salesforce Directly from Rule Helper

In the default Rule Execution setup, all relationships between Entity types must be established before
these entities can be used by the rule app. This behavior is intuitive, but it is not ideal for all business
problems. InRule for Salesforce provides a ‘Rule Helper' assembly that can be used directly in a rule app
and allows rules to load, compare, and assign data that is not related in Salesforce before rules are
executed.

When to use the Query from Rules Approach

The query from rules approach adds value for the following business problems:

e The rules need to reference “lookup” information that may be in a list or set of Entities that are not
specifically related to the current Entity hierarchy

e The purpose of rules is to create new relationships between Entity instances that already exist in
Salesforce

e The rules need to compare many combinations of unrelated Salesforce Entities and produce
results about best possible matches or scores

e A custom filter is required when loading data for 1:N relationships

Working with Disconnected Fields when Loading and Saving Data

One of the most important integration concepts when loading Salesforce data from rules is the notion of
“Disconnected” Fields and Fields that have “Auto Load” and “Auto Save” disabled.

irX allows the rule author to explicitly control the “Auto Load” and “Auto Save” behaviors of Fields that are
connected to Salesforce.

The example below shows a Collection named CandidateProducts. Since the Collection is not marked
with a blue triangle, it is not considered to be attached to Salesforce.

Entities
# Add Entity 35— Collapse All -

4 [} Contact
F Account
3 Firsthame
3 LastMame
o PreferredTime
FamilyMembers
CandidateProducts

D FamilyMember

D Product

[E] Account

Important: Although Entity Fields and Collections may be “Disconnected” from Salesforce,
the types contained by the Collections can be set to types that were imported from
Salesforce.
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Note: If a Field is added to the schema using irAuthor, then it will be disconnected from
Salesforce. If a Field has been imported from Salesforce using irX, then it can be
disconnected from Salesforce by clicking the “Disconnect Item” button in the irX ribbon.

HOME CATALOG JABRSCRIPT DYMARMICS SALESFORCE DEVELOFER
Auto Load ol wlls ol
@ v v v
g Auto Save
Manage Test Regression Update Configure License Help
Test Regression Test Information
Schema 2m Testing Environments Help

Important: Two additional settings appear in the irX ribbon that offer additional control over
automatic loading and saving behaviors for Fields that remain connected to Salesforce. In the
example below, both buttons are “lit up”, which denotes that the settings are enabled. By
default, automatic loading and saving is enabled for all Fields that are connected to
Salesforce.

HOME CATALOHG JAVASCRIPT DYMNAMICS SALESFORCE DEVELOPER

T 5 Auto Save

Manage Disconnecdt Test Regression Update Configure License Help
[tem Test Regression Test Information
Schema Item Testing Environments Help

Integrating the Rule Helper Component

InRule provides a sample rule application (SalesforceRules) that is already configured for RuleHelper
usage. You can simply edit this rule app, or, if you wish to integrate the Rule Helper into an existing rule
app, you can copy both the UDF Library “RuleHelper” and End Point ‘SalesforceHelper” from the
SalesforceRules rule to another rule application.

If you wish to manually create the UDF Library and End Point in irAuthor, follow the steps below.

1. Create a new rule app using the irX add-in for irAuthor.

2. Create a new “.NET Assembly Function Library” end point and bind the end point to the
InRule.Salesforce.RuleHelper.dll assembly. Select the SalesforceDriver class and then select the
methods that should be callable from rules. Edit the name of the end point to “SalesforcelLib” or
similar. Select the methods from the SalesforceDriver that are needed for the Rule Application.
You do not need to select all the methods—only import the methods that will actually be used by
rules. Additional methods can always be imported later be revisiting the endpoint screen and
reloading the assembly.
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End Points
& Add- 4] [+ | Salesforcelib
o Salesforcelib .NET Assembly Function Library
Assembly: InRuleSalesforce RuleHelper Reload
Classes
Filter: |
Show all: Classes Methods
Include  Full Name Alias Use Intrinsic
]  InRule.Salesforce.RuleHelper.Environment.SalesforceConnector SalesforceConnector
]  InRule.Salesforce.RuleHelper.Environment.SettingsManager SettingsManager
[ InRuleSalesforce.RuleHelper.OrderByClauseBuilder OrderByClauseBuilder
InRule.Salesforce.RuleHelper.5alesforceDriver SalesforceDriver
A Rule Flows O InRule.5alesforce.RuleHelper WhereClauseBuilder WhereClauseBuilder
o Rules () Class methods
;i Veocabulary Include Mame Type Static  Parameters
I:I Entities [ Equals System.Boolean Object obj
[ GetHashCode System.Int32
User Defined Functions O Gefype System. Type
Data [ LoadMappedChildCollection System.Void v IRuleExecutionContext context, Ent
E End Points [ LoadMappedChildCollection System.Void o IRuleExecutionCeontext context, Ent
[ LoadMappedChildEntity System.Void o IRuleExecutionContext context, Eni
I'_"Igr'_'l Schemas

T @ Description Notes = Attributes

3. Add a User Defined Function library and set the name to “SalesforceHelpers” or similar. This
library will contain functions that the rules will call to query Salesforce.

4. Add a User Defined Function to the new library. The example below shows a UDF that will be
used to execute the QueryCollection method on the SalesforceDriver. Fill out the UDF with script
that will call a method on the SalesforceDriver.

Note: The methods on the SalesforceDriver are designed to be reused for more than one
Entity type, Field, or set of Fields. The name of the Target Field or Collection should be
supplied as a string. When querying a Collection of results, an optional “where” clause can be
provided that will be forwarded to calls against the Salesforce SDK. In addition, an “order by”
clause can be provided to return sorted results.

@ Important: This integration pattern relies on the “Context” object that is available from
irScript. The Context object returns information based on the context under which a given
UDF is executed. For example, when executing an Entity Rule Set, the Context.Entity returns
a reference to the Entity against which the current Rule Set is executing. The Context and its
child properties are passed to the SalesforceDriver so it has enough information to form calls
to Salesforce and map responses back to the InRule Rule Session.

@ Note: The Context.FunctionLibraries property can be used to create calls to the .NET

assembly library methods, such as the methods imported in Step 5 above. The following
script example demonstrates how to use the Context object in irScript to form a call to a static
.NET method:

Context.FunctionLibraries.SalesforceDriver.QueryCollection (Context,
Context.Entity, collectionName, filter, orderBy, connectionString);

5. Rules can now be authored to execute methods on the SalesforceDriver. These methods can be
used to load Collections, single Entities, or single Fields from Salesforce based on conditional
logic within rules.
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Rules

Independent Rule Sets this Account), """, [values], OrderBy = "")

Add Rule Set - B= Collapse All - LoadContacts Enabled
4 Account Language Rule
4[5 LoadCrmData
| LoadContacts RuleHelperQueryCollection(CollectionName = "Contacts", Filter = concatenate "Accountld = ', RuleHelper.GetAccountld(account =

@ Important: The Target Collection in the sample rule is called “FamilyMembers”. This is a
Field that either does not exist in Salesforce (only for use in rules), or has been imported and
then “disconnected” from Salesforce using the “Disconnect Field” button, or has “Auto Load”
disabled.

@ Note: Please see the following sections for more details on the creating the “filter” clauses
similar to the one used this example.

Filtering Queries using the Where Clause Builder

When loading data from Salesforce during rule execution, it is critical that the rule author is able to author
logic to specify which Entity data to load. Using the RuleHelper, this is accomplished by allowing the rule
author to pass in a “filter” or “where” clause into the calls against the SalesforceDriver class.

During execution of the SalesforceDriver, the filter clause is parsed into an Abstract Syntax Tree (AST)
and then translated into SOQL (Salesforce Object Query Language) so it can be executed against the
Salesforce data. The filter clause is based on the InRule function syntax format.

@ Note: The InRule function syntax format is used for the following reasons:

o The syntax rule format is consistent with the rule authoring experience used
throughout irAuthor

o This format can make good use of the InRule AST parser that is included as part of
irSDK

The diagram below depicts the logical flow of steps used by the SalesforceDriver and WhereClause
builder classes to query data from rules.

Rule Engine m

Running -\
Parse Filt \
Rules... ree riiter Translate AST A p
7 (Where) Clause to to SOQL Execute SOQL
— — 1 AST using - uery usi
Initiate queries . expreassion query using Salesforce.com
) ) InRule.Repository expression .
with optional +h APl Service
filters - A wi
v T~ Populate RuleSession | - | Salesforce API
Continue ~~{ with InRule Entities *
Running using EntityMapper
Rules...

The diagram and notes below contain some additional information about forming the filter clause in a rule:
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Comparison operators Simple type values as
(= >, I+, etc)) literals or passed from

\ / field values \.

Birthday = #10/4/2002 6:00 AM# and PreferredTime = 1

<

Salesforce Friendly Condition operators
Names (and/or)

e All the Field names that are used are the Salesforce friendly names (Salesforce Field Label) that
are used in the Rule Application. These names are mapped back to the Salesforce Field names
in the parser.

e String literals should be wrapped in single quotes, date literals should be wrapped in pound signs.

e Simple operators are supported to compare values, such as =, I=, >, < (ex. Age > 21, Name !=
‘Ralph’).

e Multiple conditions can be chained together using ‘and’ and ‘or’ keywords.

e The following keywords and operators are supported by the InRule AST parser and expression
tree translation code: =, <>, I=, +, -, *, |, or, and, xor, >, >=, <, <=, A,

The filter expression also supports querying against related entities, simply by appending
the related entity name in front of the relevant query field. Querying against related entities requires that
all entities and fields queried in the relationship chain be imported into irAuthor.

Rules
Add Rule et - E: Collapse All - Call_CueryCollection
pl Account Language Rule
|:| « AccountDefaultRules
4 [ RuleHelperQueryRules RuleHelper.QueryCollection(CollectionName = "QueriedContacts", Filter = "Cases.WebName = 'Rogers'")

5| ~ QueryAliContacts
4 [5] ~ QuenyFilteredContacts
« Call_QueryCollection

In this example, we are populating a collection by querying the Contact entity, which is the “parent” entity
here. We are then applying a filter statement to return only contacts with related Cases that have a Web
Name of “Rogers.” Cases in this example is the “child” entity. Notice how the hierarchy of the related
entity down to field is denoted. If you wanted to drill down another layer to a “grandchild” entity (in this
example, an entity related to Case), it would be accomplished by simply continuing the chain from entity
to field. Below is an example of a “grandchild” case:

Rules
Add Rule Set - : Collapse All ~ Call_QueryCollection

P Account
|:| « AccountDefaultRules
4 | RuleHelperQueryRules RuleHelperQueryCollection(CollectionName = "QueriedAccounts”, Filter = "Contacts.Cases.WebName = 'Rogers'")
[E] » QueryAllContacts
4 [5] » QueryFilteredContacts
[~-] ~ Call_QueryCollection

Language Rule

This example would return Accounts that have related Contacts with Cases that have a Web Name of
“Rogers.” The filter expression can support querying in this manner up to 5 “layers” deep, not including
the initially queried entity. Put another way, you can have up to 6 total different related entities in a single
filter expression.
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The filter expression supports querying against multiple properties from different related entities. In the
below example, we are querying for Contacts with Cases that have Descriptions starting with “A” and also
have Leads with Names starting with “A.”
Rules

Add Rule Set -+ = Collapse All - Call_QueryCollection
4 Account

[5] «~ AccountDefaultRules
4 | RuleHelperQueryRules RuleHelper.QueryCollection(CollectionName = "QueriedContacts”, Filter = "Cases.WebName = 'Rogers'" & "OriginatingLead.Name = ‘Jones"")
[E] « QueryAllContacts

4 [5] v QueryFilteredContacts
 Call_QueryCollection

Language Rule

Ordering Query Results with the OrderByClauseBuilder

The SalesforceDriver class also supports the ability to control the order of the results returned from
Salesforce by passing in an optional “order by” clause. The order by clause can accept only a single Field
name, which should be the name of the Field in the Rule Application. The results are always sorted in
ascending order unless the Field name is followed by the “desc” syntax. Please see the examples below:

To sort ascending, pass the Field name to use in the sort:

Rules
Add Rule Set ~ 3= Collapse All ~ LoadContacts Enabled
4 Account Language Rule
4 [§ LoadCrmData
[*"| LoadContacts RuleHelper.QueryCollection{CollectionName = "Contacts”, Filter = concatenate "Accountld = ', RuleHelper.GetAccountld{account =
Independent Rule Sets this Account), """, [values] JOrderBy = "FullName")

To sort descending, pass the Field name to use in the sort followed by the “desc” keyword:

Rules
Add Rule Set ~ E: Collapse All ~ LoadCentacts Enabled

4 Account
4 5] LoadCrmData

[~| LoadContacts RuleHelper.QueryCollection(CollectionName = "Contacts”, Filter = concatenate "Accountld =", RuleHelperGetAccountld({account =
Independent Rule Sets this Account), """, [values] fOrderBy = "FullName DESC")

Note: The “order by” clauses generally contain much simpler expressions than “where”
clauses. However, InRule syntax rules format is used for the order by clause to be consistent
with the where clause approach.

Language Rule

Methods Available in the Rule Helper

The following table lists the public, static methods that are available in the SalesforceDriver

Method Name Description

LoadMappedChildCollection | Populates a child Entity Collection based on an existing 1:N
relationship in Salesforce. The Collection is populated based on
existing parent-child relationship data in Salesforce.
LoadMappedChildEntity Populates a child Entity Field based on an existing 1:1 relationship in
Salesforce. The Field is populated based on existing parent-child
relationship data in Salesforce.

QueryCollection Populates an Entity Collection with a set of a given Entity type. An
optional filter clause (where clause) can be used to define selection
criteria for the Entity set. The Collection does not need to correspond
to a 1:N relationship in Salesforce.
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Method Name Description

QueryEntity Populates an Entity Field or variable based on a query to Salesforce.
An optional filter clause (where clause) can be used to define
selection criteria for the Entity. The Field does not need to correspond
to a 1:1 relationship in Salesforce. If more than one Entity is returned
from the query to Salesforce, then the first Entity in the set is used.
QueryField Populates a primitive Field or variable based on a query to Salesforce.
An optional filter clause (where clause) can be used to define
selection criteria for the Entity. If more than one Entity is returned from
the query to Salesforce, then the Field value from the first Entity in the
matching set is used.

Additional Flags Available to Control Loading and Caching Behaviors
in the Rule Helper

During a given query operation, there may be advanced use cases that require specific control over
loading or reloading data from Salesforce. The optional overloads of the QueryEntity and QueryCollection
methods expose a set of optional Boolean flags that help control caching and depth of loading behaviors.
The table below list these parameters:

Parameter Name Description

loadChildren Denotes if the execution service should recurse the Entity graph and
load all children. If false, no children are loaded below the Collection
Members that are loaded. The default value is true.

useCaching Denotes if previously loaded Salesforce Entities should be reused from
the InRule entity cache, or if new entity instances should be created. If
false, the original entity data will be requested from Salesforce, and a
copy of the Entity is created. The Instance ID is not set to the ID of the
Salesforce Entity, which will also prevent changes to this entity from
being written back to Salesforce. This functionality can, for example, be
used to load the original values for an entity persisted in Salesforce
when rules are run on update and compare the original and updated
values. The default value is true.

overwriteIfLoaded Denotes if a previously loaded Salesforce Entity should be repopulated
with the latest values in Salesforce. This behavior will overwrite Field
values stored in the cache. The default value is false.
cacheInAppDomain Denotes if the result of the query should be saved in the persistent
AppDomain cache. The difference between this parameter and the
‘useCaching’ parameter above is that enabling this parameter will save
the query result in a cache that will persist across multiple different rule
executions, where the above parameter only enables caching within the
scope of a single rule execution.

Note: The default values should always be used for the cache settings unless there is a
specific use case that requires different behaviors.

Using the Rule Helper with the Native REST Execution Service

While using the Salesforce rule execution service documented in this guide is the suggested way to
interact with Salesforce via rules, you can also use the rule helper from the native REST execution
service, which does not connect to Salesforce out of the box.
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To do this, you will first need to copy the Salesforce rule helper assemblies to the bin directory of your
execution service. These assemblies can be found in the "RuleHelperDeployment’ folder of the
framework zip you download from the support site. The method for copying these assemblies will differ
based on your exact hosting setup, but if your execution service is hosted in Azure you can copy these
files over via the App Service Editor or FTP.

Once you have copied the assemblies to the bin directory, you will need to add the required app settings
for authenticating to Salesforce. These are the same parameters provided in the Update parameters step
of the template deployment, but you will need to provide the exact app setting names instead of the
template parameter names. These are the settings you will need to provide, along with their mapping to
the template parameters from the section linked above:

App Setting Name Template Parameter Name
Inrule:sf:api:loginUrl sfLoginUrl

inrule:sf:api:username sfUsername

inrule:sf:api:password sfPassword

inrule:sf:api:securityToken sfSecurityToken
inrule:sf:api:consumerKey sfConsumerKey
inrule:sf:api:consumerSecret sfConsumerSecret

Once you have set these app settings, you should be able to use the rule helper to manually load and
save data to Salesforce from rules, just like you would from the Salesforce rule execution service.
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Appendix E: Methods for Executing Rules with Salesforce

Once the Salesforce components are installed, end-to-end connectivity can be tested by adding a call into
a Page Layout. Many possible approaches can be applied to call the DecisionClient Apex class—five
approaches are documented here, adding a button to the Lightning interface, adding a JavaScript button

to the Classic Ul, executing rules from Apex, executing rules from triggers, and executing rules from
Lightning Flow.

1 Adding a Lightning Button

Navigate to the entity you wish to add the button to, note that you will have to add the button to each
entity individually.

Once on the desired entity page find the settings icon in the top right corner and select Edit Page.

*x- @2 &a@

- $ Setup o

Developer Console

Edit Page

Edit Object Edit Page

On the left-hand side of the page in the Lightning Components section scroll to the bottom of the page
until you find the InRule_RunRules in the Custom-Managed Section

v Custom (0)

Mo components available.

v Custom - Managed (1)
InRule_RunRules

If you have not setup your Salesforce domain, you will see this message in the Custom-Managed
Section.

v Custom (0)

Deploy My Domain to see custom
components here.
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Simply follow the link to setup your domain. Once it has been set and you have logged in with the new
domain come back to edit page and you should now see the InRule_RunRules Lightning Component.

Drag the window to the desired location on the page view. Once you have placed the component, click
on it and a menu bar on the right will appear three two available configuration values.

Rule Application Name - leave blank to use the
default configured rule application

RuleSet Mame(s) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules

Rule Application Label(s) - comma-delimited
list of Rule Application Labels. If populated
with more than 1 label, will display a dropdown
menu for user selection of label. If populated
with 1 item, will hide dropdown and
automatically use that label. If left blank, rule
execution will use the label configured on the
Rule Execution Service.

The first configuration field, Rule Application Name, allows you to define a Rule Application to use for this
specific lightning component. Placing a value in this field will override the Rule Application you have
defined in your Custom Setting as the default. Leave this field blank to use the default configured Rule
Application.

The “Rule Set Name(s)” field accepts a comma delimited list of Rule Set names. Adding multiple rule sets
here will create multiple Run Rules buttons for each defined Rule Set on the page. Leaving this field blank
will leave only the singular “Run Rules” button, and this button will execute the Default Rule Set for the
given entity. The Default Rule Set is defined as the entity’s name + “DefaultRules.” For example, if you
are adding the Lightning component to the Account entity, the Rule Set name it will default to if this field is
left blank is “AccountDefaultRules.”

If no Rule Sets are defined, will create 1 button that uses the default Rule Set for the entity:
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+ Follow Edit

w Contact

wew Lase

InRule

RuleSet Name(s) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules

v Set Component Visibility

Filters

4 Add Filter

If one Rule Set is defined, will create 1 button that will use that defined Rule Set:

WEW

Contact

RuleSet Mame(s) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules

Rulel

InRule

~ Set Component Visibility

Filters

4 Add Filter

If 2+ Rule Sets are defined, will create a button per Rule Set that will use the defined Rule Sets.

+ Follow

Edit

W

Contact

ey

Case

RuleSet Name(s) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules

Rulel, Rule2

InRule

I

v Set Component Visibility
Filters

4 Add Filter

The last configuration field accepts a comma-delimited list of Rule Application Labels. This allows for
overriding the Rule Application Label defined on the Rule Execution Service and providing users the
ability to change what label to run rules against from the defined list of options.
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When no Rule Application Labels are defined, the Run Rules button appears as normal and rules will be
executed against the label configured on the Rule Execution Service:

Rule Application Label(s) - comma-delimited
list of Rule Application Labels. If populated
with more than 1 label, will display a dropdown
menu for user selection of label. If populated
with 1 item, will hide dropdown and

L+ I automatically use that label. If left blank, rule
InRule execution will use the label configured on the
m || Rule Execution Service.

L

If one Rule Application Label is defined, the Run Rules button appears as normal and rules will be
executed against that defined label:

Rule Application Label(s) - comma-delimited
list of Rule Application Labels. If populated
with more than 1 label, will display a dropdown
menu for user selection of label. If populated
with 1 item, will hide dropdown and
automatically use that label. If left blank, rule

o I execution will use the label configured on the
InRule ! Rule Execution Service.
=3 =

°

If more than one label is defined, a dropdown box will appear underneath the Run Rules button that
allows users to select what label to run rules against. All defined Rule Sets and their associated buttons
will execute against the selected label:

Rule aApplication Label(s) - comma-delimited
list of Rule Application Labels. If populated
with more than 1 Iabel, will display a dropdown

o | menu for user selection of label. If populated
InRule with 1 item, will hide dropdown and
automatically use that label. If left blank, rule
| execution will use the label configured on the
*Rule Application Label Rule Execution Service.
Labell v || Labell, Label?
o |

Once you have configured these fields, click save in the top right corner. It will prompt you to activate this
page to make it visible to your users, click activate.
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Page Saved

Activate this page to make it visible to your users.

Activate the page now, or do it later using the Activation button in the
App Builder toolbar.

Don't show me this message again Mot Yet

Salesforce will now ask for the scope to activate the record page. Select the desired scope and click
Assign and then save on the subsequent prompt.

Activation: Account Record Page

Custom record pages can be assigned at different levels:
@ The org default record page displays for an object unless more specific assignments are made.
n App default page assignment, if specified, overrides the org default.
App, record type, profile assignments override org and app defaults.

Learn more about Lightning page assignment.

ORG DEFAULT APP DEFAULT APP, RECORD TYPE, AND PROFILE

Set this page as the org default to display it for all Account records, except when app default or app, record type, or profile-specific assignments are
defined.

© 1n standard Salesforce console apps, some objects have a system app default record page. For those objects, if you assign a custom org
default page, it doesn't display to users. To enable a custom org default page to show up in the console for those objects, assign a custom
page as the app default. Check your assignments.

Assign as Org Default

Navigate back to the main entity page and the component should appear.
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Sales  Home Opportunities v+ leads v Tasks v Filss v Accounts v Contacts v Campasigns v Dashboards w Reports v Chatter Gmups w Calendar v People v Cases v  Forecasts 7

Related Details News InRule
We found no potential duplicates of this account.
Activity Chatter
] contacts (0) New
NewTask  LlogaCall NewEvent  Email
‘Opportunities (0) New
Cases (0) New
Filters: All time - All activities - Alltypes ¥
Refresh Expand Al
[ Notes & Attachments (0) Upload Files

Next Steps

o Lpioad Flies o next steps. To get things moving add a task or set up a meeting

Or drop flies Past Activities

Mo past activity. Past meetings and tasks marked as done snow up here.

2 Adding a Classic UI Button

Classic Ul buttons are not included directly in the InRule for Salesforce app, but we do provide a helper
library and sample code here to make it easier to add a button to a classic form for running rules. This
button will run rules, show natifications, and refresh field changes when clicked.

To add a Classic Ul button, navigate to Setup > Customize or Create, add a new Button. Set the
Behavior to Execute JavaScript and then the Content Source to OnClick JavaScript.

Custom Button or Link Edit Save | |Quick Save| Preview |Cancel

Label - JRun Rules

Name | Run_Rules i
Description
P
Display Type - Detail Page Link View example
(= Detail Page Button View example
( ; List Button View example
Behavior | Exacute JavaScript ¥ | View Behavior Options

Conlenisource || OnClick JavaScript ¥ |

Within the script window, copy and paste over the sample Javascript found below:

{!'REQUIRESCRIPT("/soap/ajax/33.0/connection.js")}
{'REQUIRESCRIPT("/soap/ajax/33.0/apex.js")}

{|REQUIRESCRIPT('/resource/' & LEFT(SUBSTITUTE(SUBSTITUTE(SUBSTITUTE(TEXT(NOW())," :"',""),"-
LU, ', ") ,10) & '000/inrule_DecisionClientHelper')}

var config = {
entityId : '{!Account.Id}',
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entityType : "Account",

ruleSetName : "AccountDefaultRules"

1

var response = executeRules(config);

displayNotifications(response);

window.location.reload();

Your script window should now look similar to this:

{!REQUIRESCRIPT("/soap/ajax/33.0/connection.js")}
{!REQUIRESCRIPT ("/zoap/ajax/33.0/apex.]s")}
{ T

lREQUIRESCRIP '/resource/"' &
LEFT (SUBSTITUTE (SUBSTITUTE (SUBSTITUTE (TEXT(NOW ()), "', ""),"=',"")," ','"),10) &

'000/inrule DecisionClientHelper')}

var config = {

entityId : '"{!Account.Id}’,

entityType : "Account",

ruleSetName : "AccountDefaultRules”

I

var response = executeRules(config):

displayNotifications (response) ;s

window.location.reload():

To customize this button for the specific entity type you intend to use this button for, you can alter the
“config” object in the Javascript by editing the values of the properties to match the particulars you want.

The table below includes a list of the properties that can be configured on the “config” object:

Parameter Name

Description

entityld The unique Salesforce identifier for the root object in the request. This
follows the naming convention of; “entityName.|d”
objectType The Salesforce object type of the root object in the request

ruleSetName (optional)

Optional. The name of an Explicit Rule Set to call as the entry point for
rule execution. If no value is supplied, then the Rule Sets configured as
‘Auto’ for that entity will be executed.

loggingLevel (optional, must
be manually added to config
object)

Optional. An integer that denotes the amount of information to log after
rule execution completes. Results are written to the InRule_Log__ ¢
object. Values can be 0, 1, 2, or 3:

e 0 —disable all logging

e 1—Logs errors and a minimal amount of information on
successful requests

e 2 —Logs errors, request information, rule engine
notifications, and rule engine validations

e 3 -Logs the same information as 2, but also includes
JSON from the HTTP request and response payloads
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Defining a logging level here will override the logging level universally
defined for the InRule for Salesforce App in the custom object settings
for a specific button.

Optional. If set to true, the DecisionClient will append the entity label to
the supplied rule set name.

useEntityPrefix (optional,
must be manually added to
config object)
ruleAppName (optional,
must be manually added to
config object)

Optional. Defining and passing a RuleAppName here allows you to
override the default Rule App Name defined in your Custom Setting
created during initial configuration for this specific button.

Once your config object has been appropriately configured, simply save your button and add it to the
entity page layout for use. The button will leverage the DecisionClientHelper static resource to handle the
communication between the Javascript button and the DecisionClient, as well as handling any
notifications returned from the rules.

To verify everything is setup correctly, open up a record for the configured object and click the ‘Run
Rules’ button you added. What will happen next is dependent on your configuring rule set, but if you are
running the included ‘AccountDefaultRules’, you should see the description of the account updated with
the current date and time.

« Back to List: Remote Site Settings

Contacts [0] | Opportunifies [0) | Cases[0] | Open Activities (0] Activity History [0] | MNotes & Attachments [0] | Pariners [0]
Account Detail Edit | | Delete | | Include Offline | | Run Rules

Account Owner B User User [Change] Rating
Account Name  Test Account [View Hierarchy] Phone

Parent Account Fax I
Account Number Website
Account Site Ticker Symbol
Type  Account Ownership
Industry Employees
Annual Revenue 3IC Code

Billing Address

Shipping Address

Created By  User User, 4/28/2019 2:21 PM Last Modified By  User User, 4292019 2:21 PM
Description  Updated via rules on 4/29/2019 4:21:43 PM
Edit | | Delete | | Include Offline | | Run Rules
7 Contacts Mew Contact| |Merge Contacts Contacts He

Mo records to display
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3 Executing Rules from Apex or Lightning Web Components

Rule Execution is handled on the Salesforce side by an Apex class installed with the InRule for
Salesforce App called the DecisionClient. The DecisionClient is what accepts the run rules requests from
the Run Rules button and trigger requests to handle sending it along to the Rule Execution Service, but it
also accepts calls from other Apex classes or Lightning Web Components (LWCs). This section will
document how to run rules from your own Apex classes or LWCs by calling the DecisionClient, as well as
detailing what manner of response it returns.

To run rules from another Apex class, simply invoke the executeRules method in the DecisionClient with
the following call:

inrule.DecisionClient.executeRules(String eventType, String id, String objectType, String
ruleSetName, Boolean useEntityPrefix, String ruleAppName, String ruleAppLabel, string
entitylmage, Boolean persistChanges)

Alternatively, setting up a call to the DecisionClient from a LWC requires setting up an action. First, you
must reference the DecisionClient as your LWC'’s controller in your .cmp file:

<aura:component controller="inrule.DecisionClient">

To create the run rules action to hit the DecisionClient in your component controller, new up your action
with by setting it as below:

var action = component.get('c.executeRules’);

From there, the action can be setup and enqueued as with any other action, with the following parameters
to set:

action.setParams({
eventType: string
id: string
objectType: string
ruleSetName: string,
useEntityPrefix: boolean,
ruleAppName: string,
ruleAppLabel: string,
entitylmage: string,
persistChanges: boolean

};

Regardless of whether you are calling from Apex or a LWC, the arguments will need to be defined with
the following values:
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Parameter Name Description

Event Type (String) The event type for invoking rules. This will always need to be either
“insert,” “update” or “delete,” depending on what your rule is doing

entityld (String) The unique Salesforce identifier for the root object in the request. This

is a property available on all Salesforce objects and be accessed with:
“entityName.|d”

objectType (String) The Salesforce object type of the root object in the request. For
example, if running rules against an Account entity, this will need to be
set to a string value of “Account”.

ruleSetName (String) The name of an explicit Rule Set to call as the entry point for rule
execution.
useEntityPrefix (Boolean) If set to true, the DecisionClient will append the entity label to the

supplied rule set name. For example, if you pass in a ruleSetName of
“DefaultRules” and set useEntityPrefix to true, the effective
ruleSetName name would be “AccountDefaultRules”

ruleAppName (String) Optional. Defining and passing a RuleAppName here allows you to
(Optional) override the default Rule App Name defined in your Custom Setting
created during initial configuration for this specific button. If you do not
wish to override your Custom Setting, pass null here.

ruleAppLabel (String) Optional. Defining and passing a rule app label here allows you to

(Optional) override the rule app label configured on the execution service. If you
do not wish to override your execution service’s configuration, pass null
here.

entitylmage (String) Optional. This allows you to pass in the serialized JSON string of an

(Optional) entity image as it exists at the time of calling the DecisionClient, which

will have rules execute against the entity image passed in, not the entity
image as it exists in Salesforce when the execution process reaches
the execution service. If you do not wish to pass this in, pass null

instead.
persistChanges (Boolean) Optional. This allows you to define whether to persist data changes
(Optional) made during rule execution to Salesforce. Pass in null to default this

value to true.

The DecisionClient will always return a JSON string; a serialized version of the DecisionClientResponse
object. Once you have received it back as a string, you will need to deserialize it to access its properties.

The available properties on the DecisionClientResponse are:

Property Name Description
IsSuccess (Boolean) Denotes whether or not rules successfully ran with no errors.
Notifications Provides a list of all notification message returned by rule execution.

(List<NotificationMessage>) | Each NotifactionMessage has 2 properties on it:

e Type (Integer): The notification type is an integer that maps to
a Salesforce notification type. 0 maps to Informational, 1 to
Success, 2 to Warning, and 3 to Error.

e Message (String): The notification text

Errors(List<ErrorMessage>) | Provides a list of all errors encountered during rule execution. These

differ from errors thrown by the rule application itself, which are instead

added to the Notifications list as NotificationMessages of type Error.

Errors added into the Errors list are strictly errors encountered during

rule execution runtime.
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Each ErrorMessage has 2 properties:
e Source (String): At what point during runtime the error was
thrown
e Message (String): The error text
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4 Executing Rules from Triggers

As of v5.5.1, the InRule for Salesforce App supports the execution of rules from Update triggers with
some limitations. For a full list of these limitations, references the Known Issues and Limitations of
Executing Rules from Triggers section below.

To emphasize, only After Update and After Insert triggers are supported. Due to Salesforce’s
enforcement of all external service methods running asynchronously, trigger execution and persistence to
the Salesforce database will always complete before rule execution has had time to finish, thus
preventing the ability to execute rules on the “in-progress” entity image before it has been persisted. As
an extension of this limitation, no entity image rollbacks can occur as a result of any validation done
during or after the rule execution process.

Adding a Rule Execution Trigger

To define a rule-executing trigger, create a new trigger on the entity of choice. The following example will
use Account:

Apex Trigger
Apex Trigger Edit

Apex Trigger | Version Setfings

Is Active [+

Q = &4 & A a
trigger example on Account (after update)

{
|
}

Next, all rule executing triggers must contain the boilerplate wrapper around their code defined below.
This is required to prevent infinite loops that may occur if the invoked rule edits the same entity.

Copyright© 2024 by InRule Technology, Inc. All Rights Reserved. Page 58 of
CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent. 107



InRule for Salesforce Deployment Guide INRULE

Apex Trigger
Apex Trigger Edit

Apex Trigger | Version Settings

Is Active [«

Q =2 & & A A

trigger example on Account (after update)

if (!System.isFuture()})

//Trigger code goes here

¥

else

1
¥

return;

H

All operations, including calls to the rule execution service, will be contained within the If
(!System.isFuture()) block.

Based on whether you’re using an insert or update trigger and whether you want to pass the original or
new entity values to the rules, use either Trigger.new or Trigger.old to access the entity image:

Apex Trigger
Apex Trigger Edit

Apex Trigger Version Settings

|5 Active |+

Q =< & & A 2

trigger example on Account (after update)

if (!System.isFuture(})

for (Account a : Trigger.new)

1

h
Iy

else

{
Iy

return;

At this point, the only remaining required component is to call the rule execution service. To call the rule
execution service from a trigger, invoke the inrule.DecisionClient.executeRulesFromTrigger method and
pass the appropriate parameters:
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15 Active |«

Q =+ a4 6 A

trigger example on Account (after update)
if (!system.isFuture())

for (Account a : Trigger.new)

{

inrule.DecisionClient.executeRulesFromTrigger( update’, a.id, 'Account', 'AccountDefaultRules', false, null);
by
b

else

{
¥

return;

}

The parameters for calling executeRulesFromTrigger, in order they fit into the signature:

Parameter Name Description

eventType The event type for invoking rules. This will always be ‘update’.

entityld The unique Salesforce identifier for the root object in the request. This
follows the naming convention of: “entityName.|d”

objectType The Salesforce object type of the root object in the request

ruleSetName The name of an explicit Rule Set to call as the entry point for rule
execution.

useEntityPrefix If set to true, the DecisionClient will append the entity label to the

supplied rule set name. For example, if you pass in a ruleSetName of
“DefaultRules” and set useEntityPrefix to true, the effective
ruleSetName name would be “AccountDefaultRules”

ruleAppName (optional) Optional. Defining and passing a RuleAppName here allows you to
override the default Rule App Name defined in your Custom Setting
created during initial configuration for this specific button. If you do not
wish to override your Custom Setting, pass “null” here, as displayed in
the example above.

entitylmage (optional) Optional. Defining and passing an entity image allows you to capture
the entity image at time of trigger execution to ensure its state for rule
execution, whereas leaving it out will require the execution to query
Salesforce to get the current entity state, which may differ at that point
from its state when trigger execution began due to the asynchronous
nature of trigger execution.

Passing an entity image requires you first to serialize it into a JSON
string. An example of this can be found in the screenshot below.

If you do not wish to pass the entity image, you do not need to define it
as null like with the ruleAppName. You can simply leave it out of the
execution method signature altogether.

An example of serializing and passing an entity image:
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Q =+ & & A A

[trigger example on Account (after update)

if (!System.isFuture())
for (Account a: Trigger.new)

| String entityImage = JSON.serialize(a)
inrule.DecisionClient.executeRulesFromTrigger( update’, a.id, "Account®, 'AccountDefaultRules®, false, null, entityImage)

At this point, all required components are set. Any operations you wish to include before/after the
invocation of the rule execution service can be added at the points denoted below:

Is Active [«

Q> &M A A

trigger example on Account (after update)
if (!System.isFuture())

for (Account a : Trigger.new)

{
//Custom pre-rule execution code here
inrule.DecisionClient.executeRulesFromTrigger( update', a.id, 'Account', 'AccountDefaultRules®, false, null);
//Custom post-rule execution code here

1
¥
else

{

return;

¥

It's important to note that any custom code written after the rule execution service has been called must
not have any dependencies on outcomes of rule execution, as rule execution will be operating
asynchronously, and trigger execution will continue and likely finish well before rule execution does.

Known Issues and Limitations of Executing Rules from Triggers

Currently, there are a number of known issues and limitations with executing rules from triggers:

e Currently, only After Update and After Insert triggers are supported. Due to Salesforce’s
enforcement of all external service methods running asynchronously, trigger execution and
persistence to the Salesforce database will always complete before rule execution has had time
to finish, thus preventing the ability to execute rules on the “in-progress” entity image before it
has been persisted. As an extension of this limitation, no entity image rollbacks can occur as a
result of any validation done during or after the rule execution process.

e Due to the asynchronous nature of trigger execution, the trigger will not wait on a response from
the rule execution service before continuing with any additional code contained within it.
Therefore, you cannot rely on having a rule response at any point during trigger execution, even
if your code relying on it comes after your call to the execution service. It is not recommended to
have any code in your trigger that relies on any data contained in the rule response.
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e As aresult of triggers’ asynchronous nature, automatic data refresh on a record page as a result
of rule execution is not supported in Classic view, since the page has no way of knowing when
rule execution has completed. Notifications will still display once rule execution completes, but
the page will have to be manually refreshed by a user for them to be able to see any updates to
the record itself.

e Automatic data refresh on record pages is supported in Lightning, however, it requires giving all
users that will be initiating triggers that execute rules Read permissions to the InRule_Event
platform event. This can be done in two ways, both of which are explained in the below section
Adding Permissions to InRule Platform Event

e Due to the fact that triggers execute asynchronously and Formula fields on entities are calculated
and persisted asynchronously as well, any rules you attempt to execute from a trigger that make
use of a Formula field will be caught in a race condition between the Formula field being
calculated and persisted to the database and the rule execution service querying Salesforce to
fetch the currently persisted value of that field. If persistence for the Formula field has not yet
completed by the time the rule execution service reaches that point, it will pull down an out of
date value for that field and your rules will execute using the wrong value. Therefore, it is strongly
recommended that you do not execute rules that act on Formula fields from triggers. While there
is a possibility for it to work correctly, there is a high chance for unexpected behavior to occur
and there is no means of controlling whether it will work properly or not on any given execution of
that Rule Set from a trigger.

Adding Permissions to InRule Platform Event

Displaying notifications and refreshing the entity form after rules are run from a trigger relies on a
Salesforce Platform Event that is installed as part of the InRule package. However, by default, most
Salesforce default user profiles do not have read access to Platform Events. In order for notifications to
be displayed and data to be properly refreshed on a record page after rule execution via trigger,
you must give your users read access to the InRule_Event platform event.

There are 2 methods of doing this, both with their own advantages and disadvantages. Which approach is
best is ultimately dependent on the circumstances of your organization.

Add Platform Event Permissions via Editing Profiles

The first way of giving the needed permissions to your users is by editing their Profiles. In Salesforce, all
users have an assigned Profile that defines their permissions in the environment. Granting the needed
permissions to your users through this method can be as simple as editing the profile permissions of the
user types that will be setting off your trigger(s). This approach has some pros and cons.

Pros:

o Makes changes to entire profiles rather than specific users, meaning once it is done, all that will
need to be done for future users is to assign them to a profile with these permissions already
granted and they’ll be set

e If you are already using predominately custom/cloned Salesforce profiles in your environment,
making this change is very quick, easy, and doesn’t require any future overhead.

Cons:
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e Cannot be accomplished with default profiles, which mandates cloning all of your profiles if your
users are using predominately default profiles.

e Migrating all users from default profiles to new profile types can be highly time-intensive
depending on the size of your org.

To do this approach, a user with system admin permissions must login to Salesforce and go to Setup.
From there, search for Profiles:

:3: Setup | Home Ot

Q, Profileg]

v Users

Profiles

Didn't find what you're looking for?
Try using Global Search.

Once you've navigated to the Profiles page, select the profile you wish to edit. For this example, we’ll be
granting the necessary permission to Standard Users

All Profiles ¥ | Edit | Delele | Greate New View

New Profile| [T )

Action Profile Name User License

Edit| Clone Silver Parfner User Silver Partner

Edit| Clone  Solution Manager Salesforce

Edit | Clone  Standard Platform User Salesforce Platform

Edit| Clone Sfandard User Salesforce

Edit| Clons  System Administrator Salesforce

Once on that profile’s page, select Edit:

Profile

Standard User
Users with this profile have the permissions and page layouts listed below. Administrators can change a user's profile by editing that use
If your organization uses Record Types, use the Edit links in the Record Type Settings section below to make one or more record types

Enabled Wisuslforce Page Access [0] Enabled External Data Source Access [0]
Enabled Service Presence !

Profile Detail Clone | | View Users

Name Standard User

Login IP Ranges [0] Enabled Apex Class Access [2]

User License Salesforce

Created By InRule Developer, 11/20/2019, 11:45 AM

Scroll down until you see the “Platform Event Permissions” header:

Page 63 of
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Platform Event Permissions

Read Create

InRule_Events

Check the “Read” checkbox, then scroll to the bottom of the page and press Save.
Repeat this process as needed for all profile types that need to be able to initiate rule executing triggers.

If the Read checkbox is greyed out for you and you can’t select it, this means you're trying to edit a
default Salesforce profile. Salesforce has several “default” profile types that are commonly used; the
Standard User profile used in the example above is one such default profile. Unfortunately, Salesforce
default profiles cannot be edited. This means that if you have users that will be setting off your trigger(s)
that use default profile types, you will have to clone that profile, move your users from the default
Salesforce profile over to the clone of it, and add the permission on the new profile clone.

To clone a profile, navigate to that profile’s detail page as above, but instead of clicking “Edit,” click
“Clone.”

Profile

Standard User
Users with this profile have the permissions and page layouts listed below. Administrators can change a user's profile by editing that user
If your organization uses Record Types, use the Edit links in the Record Type Setftings section below to make ene or more record types &

Login IP Ranges [0] Enabled Apex Class Access [2] Enabled Visualforce Page Access [0] Enabled External Data Source Access [0]

Enabled Service Presence £

Profile Detail Edit View Users

Name Standard User

User License  Salesforce

Created By InRule Develeper, 11/20/2019, 11:45 AM

Name your new profile appropriately:
You must select an existing profile to clone from.
Existing Profile Standard User

User License Salesforce

Profile Name | Standard User_clone

Save Cancel

Hit save. Your new profile clone has been created. You should now be able to follow the steps above to
add the appropriate Platform Event permission.

Once that’s done, you need to move your users from the original profile over to the clone.

You will need to repeat this process for every profile type in your organization that needs Ul updates
when triggers run

Add Platform Event Permissions via InRule User Permission Set
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The alternative approach to granting the necessary platform event to your users is to apply the InRule
User Permission Set that is installed as a part of the InRule Salesforce package. This approach has its
own pros and cons:

Pros:

e The InRule User Permission Set comes pre-installed and pre-configured with the InRule
Salesforce package, making the only required step being to assign the permission set to the
appropriate users

Cons:

e Permission Sets must be assigned to specific users, rather than profiles. This means that anytime
a new user is created, the permission set must be independently added to that user, creating user
management overhead. Managing this may not be viable within a large organization.

To add users to the InRule User Permission Set, go to Setup and search for Permission Set:

EE: Setup Home Ob.

Q, Permission Sets

W Users

Permission Sets

Find and select InRule_User_Permissions:

|
| Permission Sets

On this page you can creaie, view, and manage permission seis

In addition, you can use the SalesforceA mobile app to assign permission sets to a user Download Salesfo

All Permission Sets v | Edit | Delete | Create New View

New || [T}
Action Permission Set Label T
Clone CRM User
Clone Sales Cloud User
Clone Salesforce CMS Integration Admin
Clone Salesiorce Console User
Clone Service Cloud User
Clone Standard Einstein Activity Capture

Select “Manage Assignments”
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Permission Set

InRule User Permissions

| Q, Find Seffings. ﬂﬁ| clanelmnageAssugnmgm ]

Permission Set Overview

Description
License
Session Activation Required

LastModified By InRule Developer, 3/18/2020, 12:48 PM

Select “Add Assignments”

Assigned Users
InRule_User_Permissions

« Back ta: Permission Set

\[Add Assignments !Ramcva Assignments

You'll be presented with a list of all users in your environment. You can select all users that will need the
ability to initiate rule executing triggers. Once you’ve selected all the relevant users, you can select
“Assign,” and the permission set will be assigned to all of those users.

These users will now be able to see Ul updates when rules are run from triggers.

5 Executing Rules from Lightning Flow

If you need to integrate rules with more complex process automation, rules can also be run from Lightning
Flow. The InRule integration with Flow lets you run rules against a particular entity record, and receive
back the status and notifications from rule execution.

To run rules from a flow, you will need to add an ‘Action’ element to your flow. You can find the InRule
action by searching for ‘Run Rules’ in the search box. The display name will be ‘Run Rules’ and the ID
will be apex-inrule__ DecisionClient

Copyright© 2024 by InRule Technology, Inc. All Rights Reserved. Page 66 of
CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent. 107



InRule for Salesforce Deployment Guide INRULE

New Action

Filter By )
Search Apex actions..

Type
Run Rules
apex-inrule__DecisionClient

Core Action
Apex Action
Apex Action (Legacy)

Email Alert

Lights, camera, action!

Select an Apex action to configure.

When adding the action, you will need to fill in the following required parameters

Parameter Name Description

Entity ID (String) The unique Salesforce identifier for the root object in the request. If
running a flow from an object page, you can configure this value to be
passed in to an input variable

Object Type (String) The Salesforce object type of the root object in the request. For
example, if running rules against an Account entity, this will need to be
set to a string value of “Account”.

Rule App Name (String) The name of the InRule Rule App that contains the rule set to run
Rule Set Name (String) The name of an explicit Rule Set to call as the entry point for rule
execution.

Use Entity Prefix (Boolean) | Typically set to false. If set to true, the DecisionClient will append the
entity label to the supplied rule set name. For example, if you pass in a
ruleSetName of “DefaultRules” and set useEntityPrefix to true, the
effective ruleSetName name would be “AccountDefaultRules”
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This action has three outputs

Output Name Description
Notifications (Apex-Defined | Includes notifications fired from rules during execution. This output can
collection) be assigned to a resource variable of the same type for use in

subsequent steps. The Apex class for this collection is
‘inrule__ NotificationMessage’. This class has the following properties:

e Type: integer value representing notification type. 0 for Info, 1

for Warning, and 2 for Error

e Message: string value containing the notification text
Errors (Apex-Defined Includes any errors that prevent rule execution from completing. This
collection) output can be assigned to a resource variable of the same type for use
in subsequent steps. The Apex class for this collection is
‘inrule__ NotificationMessage’. This class has the following properties:

e Message: string value containing text of the error

e Source: string value containing the error source
Is Success (Boolean) If rules are not able to be executed for any reason, this value will be set
to true. If true, additional error information will be available in the ‘Errors’
output collection

The following is an example of what a Flow using rules might look like. You can do other things with the
output from the Apex action, but this demonstrates a common use case, displaying rule notifications to
the user. The flow starts with Apex action, assigns the output collections to variables, loops over the
notifications to build a single string containing all notifications, and then outputs the value to the screen

Toolbox

Elements Manager
search this flow Screen Flow O (@)

Apex Action Assignment Loop Screen
New Resource RunRules  Assign Collections Notification Loop complete

RESOURCES

( For Each Item

v Actions (1)
4 Outputs from Run_Rules >

v Apex-Defined Collection Variables (2)

>_ EmorObjects > ( ( o

>_ NotificationObjects > ie Decision

Chi Notificati
+ Apex-Defined Variables (1) DOSET prification
ype —
>_ Current Item from Loop Notificati >
Error

v Collection Variables (1)

A3 Notifications >
~ Decision Outcomes (3)

Q@ Error >

@® Info >

@® Warmning 3 ign

Assign Error

v Screen Components (2) Notification

Ay body 5 Afslgnmer‘n

< Assign Warming l

Az header > Prefix
v Variables (3) »

A, CurrentNotificationText > Assignment

Assignment i . .
A, NotificationsText > Build Notification

Assign Info Prefix
Az recordld >

ELEMENTS

Here the Notifications and Errors output are assigned to dedicated resource variables, so that they can be
looped over later
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Edit Assignment

Assign Collections (Assign_Collections) »
Set Variable Values
Each variable is modified by the operator and value combination.

Variable Operator Value

{INotificationObjects} Equals {!Run_Rules Notifications}

Variable Operator Value

{!ErrorObjects} Equals {'Run_Rules Errors}

<+ Add Assignment

When looping through the natifications, a decision checks the notification type integer to determine what
text to prefix the message with.

Edit Decision

Choose Notification Type (Choose_Natification_Type) #
Outcomes  Foreach path the flow can take, create an outcome. For each outcome, specify the conditions that must be met for the flow to take that path
OUTCOME ORDER @  + OUTCOME DETAILS

Delete Outcome

i Info *Label " Outcome API Name

. . Info Info
i Warning

When to Execute Outcome
# Error .
- All Conditions Are Met

Default Outcome
Resource Operatar

{INotification_LoopType} Equals

+ Add Condition

Cancel Done
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Edit Assignment

Assign Info Prefix (Assign_Info_Prefix) »

Set Variable Values

Each variable is modified by the operator and value combination.

Variable Operator

{INotificationsText} Add

4 Add Assignment

Cancel Done

The combined notification text value is then displayed on the screen

Edit Screen

€ Display Text e

Notifications . I
B Display Text * API Name
- {!NotificationsText} | body

Pause Previous Finish
Insert a resource... Q,

{!NotificationsText}

Salesforce Sans hd
1z -
- -

6 Executing Rules from REST Endpoint

As of v5.7.3 rules may also be executed by interacting with the Decision Client over REST. This easily
enables external workflows, such as Power Automate, to execute rules from the Decision Client. A POST
endpoint is available on the Decision Client that will accept a request to execute rules and return a
response containing information on the entity changes or information about errors encountered.

Authentication with Salesforce

Before sending your request to execute rules, an access token needs to be retrieved. This will be used in
the rule execution request to authenticate with the Salesforce REST API. Below is an example request
body that might be used to in a POST request to your login URL to receive an access token. More
information about REST API authorization can be found in the Salesforce REST API Developer Guide.
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{
"grant_type": "password",
"client_id": "{{clientId}}",
"client_secret": "{{clientSecret}}",
"username": "{{username}}",
"password": "{{password}}{{secretToken}}"
}

Rule Execution Request

The URI for Decision Client rule execution REST endpoint will use the subdomain for your Salesforce org.

https://{{DomainName}}.my.salesforce.com/services/apexrest/inrule/executerules

The access token from the authorization request will then need to be provided as a bearer token in your
authorization headers.

Finally, you will need to supply the body for your salesforce request. Below is information on the request
parameters that can be sent as part of your Rule Execution Request, as well as an example request
body.

Parameter Name Description

Id (String) The unique Salesforce identifier for the root object in the request. This
is a property available on all Salesforce objects and be accessed with:
“entityName.|d”

ObjectType (String) The Salesforce object type of the root object in the request. For
example, if running rules against an Account entity, this will need to be
set to a string value of “Account”.

RuleSetName (String) The name of an explicit Rule Set to call as the entry point for rule
execution.

RuleAppName (String) Optional. Defining and passing a RuleAppName here allows you to

(Optional) override the default Rule App Name defined in your Custom Setting

created during initial configuration for this specific button. If you do not
wish to override your Custom Setting, pass null here.

RuleAppLabel (String) Optional. Defining and passing a rule app label here allows you to

(Optional) override the rule app label configured on the execution service. If you
do not wish to override your execution service’s configuration, pass null
here.

Entitylmage (String) Optional. This allows you to pass in the serialized JSON string of an

(Optional) entity image as it exists at the time of calling the DecisionClient, which

will have rules execute against the entity image passed in, not the entity
image as it exists in Salesforce when the execution process reaches
the execution service. If you do not wish to pass this in, pass null

instead.
PersistChanges (Boolean) Optional. This allows you to define whether to persist data changes
(Optional) made during rule execution to Salesforce. Pass in null to default this

value to true.

"Id": "0016g000015In0OnAAK",
"ObjectType": "Account",
"RuleSetName": "AccountDefaultRules",
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"RuleAppName": "SalesforceRules",
"PersistChanges": false

Appendix F: Azure App Service Plan & Application Insights

Configuration

Azure App Service Plan Overview

The Salesforce Rule Execution Azure App Service runs on an Azure App Service Plan. The ARM
Template deployment process outlined in Section 3.3.2: Rule Execution App Service for Salesforce will,
by default, automatically deploy an App Service Plan for you.

This App Service Plan will be deployed to the subscription and resource group provided during the
deployment process. Additionally, the plan will be configured with a “F1” (Free) pricing tier, but this can be
increased based on your scaling and configuration needs.

@ Important: If you leave the ARM template configured to re-deploy the App Service Plan, updating
an existing one, the pricing tier of that App Service Plan will be set to the default pricing tier,
regardless of what it may currently be set to. If you do not wish the pricing tier to be reverted to
default, it is recommended you follow the steps below.

Should you wish to use a pre-existing Azure App Service Plan rather than have a new one created for
you, a few configuration steps within the ARM template parameters file are necessary.

Configuring the ARM Template to Use an Existing Azure App Service
Plan

1: Locate azuredeploy.parameters.json

The ARM template parameters file is located in the RuleExecutionAzureService folder as, defined in
Section 3.3.2: Rule Execution App Service for Salesforce

Home Share View

« R < InRule for the Salesforce Platf... * RuleExecutionAzureService v

¥ RUIECK ECUTIONAZUNESE

Sd

~

[ [ Mame Status Date modified Type

4/17/2019 317 PM JSOM
471772019 317 PM JS0N
4117, 517 PM Wind
4/17/2019 317 PM Com

IT azuredeploy.json

in) azuredeploy.parameters.json
& Deploy-AzureResourceGroup.psi

(OO CINO]

| i InRule.Salesforce. WebService.zip

2: Populate “appServicePlanName” parameter
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Open the file in your text editor of choice. First, populate the “appServicePlanName” parameter. Set the
value equal to the name of your app service plan.

"appservicePlanName”: {
"value": "yourfApp vicaplaﬂHaﬂﬂ'

3: Set “createOrUpdateAppServicePlan” parameter

Next, just below the “appServicePlanName” parameter be sure to set the parameter called
“createOrUpdateAppServicePlan” to false

"appServicePlanMName™: {
"wvalue™: “yourfppServicePlanName"
"createOrUpdateAppServicePlan™: - {
"wvalue":

4: [Optional] Create “servicePlanResourceGroupName” parameter

In the event the App Service Plan you intend to use is located in a different resource group than the one
you are deploying the ARM template against, you need to add a parameter to inform the ARM template
what resource group your App Service Plan is in. Create the “servicePlanResourceGroupName”
parameter as shown below and define the value as the name of the resource group your App Service
Plan exists in.

"createOrUpdatefppServicePlan™: {
"value™:
:=I_1

"servicePlanResourceGroupName” : -

5: Save azuredeploy.parameters.json and continue deployment

Save and close the file. You can now proceed with the deployment process outlined in Section 3.3.2:
Rule Execution App Service for Salesforce as normal; your rule execution app service will now deploy to
the App Service Plan you defined in the steps above
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Azure App Insights Overview

For improved logging capabilities, the Salesforce Rule Execution Service is configured to use an Azure
App Insights resource as a logging sink in addition to the logging the App Service itself already has. ARM
Template deployment process outlined in Section 3.3.2: Rule Execution App Service for Salesforce will,
by default, automatically deploy an App Insights resource for you.

The app insights resource will aggregate all the logs generated from the execution service. These logs
can be tremendously useful for debugging any issues encountered with the Rule Execution Service.
Depending on the level of event logging configured for the Rule Execution Service Event Log, these logs
can add insight into rule executions, entity loading, overall execution timing, and any errors encountered
during rule execution.

App Insights in non-Standard Azure Instances (Government Cloud)

If this is your first time deploying the arm template and you would like for the template to create the app
insights resource for you, then no other configuration is required.

However, if you would like to use a pre-existing app insights resource then you need to set the
applnsightsinstrumentationKey and the applnsightsConnectionString for that resource in the
azuredeploy.parameters.json. Then proceed with the rest of the deployment steps outlines in Section
3.3.2: Rule Execution App Service for Salesforce

Copyright© 2024 by InRule Technology, Inc. All Rights Reserved. Page 74 of

CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent. 107



InRule for Salesforce Deployment Guide INRULE

Appendix G: InRule SaaS Portal Configuration

InRule Saa$S offers customers the most streamlined deployment process, eliminating the need to install
and manage the InRule App Services in Azure, as InRule will manage the deployment of the Rule
Execution Service for Salesforce for you. SaaS customers are also able to use their SaaS portal to
access the information needed for configuring the InRule App for Salesforce and provide Service Account
credentials for the SaaS-hosted Rule Execution Service to connect to a Salesforce environment.

Access Solution Configuration Information

SaaS Customers can find the information needed for configuring the InRule App for Salesforce through
the Configuration page of their SaaS portal. This page will have a section for each Rule Execution
Service instance hosted for the customer by InRule. Please note that only the Salesforce Runtime
Settings are currently used by the Salesforce Execution Service. In a future release, settings from the
Execution Server Settings section will also contribute to the Salesforce Execution Service. In the interim,
if you need any of those settings changed, please reach out to InRule Support.

INRUL t‘ Configuration isioning ~ ami rocess a nalytics ~ makb2vize 45t v~ ) @ (DR

Configuration

Dynamics 365 Runtime Settings
Execution Runtime Overrides

Execution Server Settings

General Settings

Salesforce Runtime Settings

Additional configuration information can be located on the Provision Resources page available rom the
cogwheel icon in the top right corner of the SaaS portal.

Decisioning ¥ Machine Leamning 4 Process Automation ¥ Analytics ¥ trial-b2v12a-451 ¥ Q ‘

Configuration

Provisioned Resources

The Provision Resources screen is where you can find read-only configuration information such as the
Rule Execution Service URL and the Rule Execution Service AP| Key.

Providing Connection Information

Clicking the drop down arrow for a Salesforce section will allow you to provide connection information that
will allow the SaaS-hosted Rule Execution Service to interact with your Salesforce environment. You
must configure authentication information for both Salesforce and for your Rule Execution Service

Salesforce Authentication

In order to authenticate to Salesforce, you must configure the appropriate login URL for your Salesforce
environment, the service account’s username, password, and security token, and the consumer key and
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consumer secret associated with the Connected App you created as a part of Section 3.3.3: Configure
the InRule App.

Salesforce Authentication

Inherited From & Setting & Value &

Tenant: trial-b2vi2a-451 Consumer Key
Tenant: trial-b2vi2a-451 Consumer Secret
Tenant: trial-b2vi2a-451 Login Url

Tenant: trial-b2v12a-451 Password
Tenant: trial-b2v12a-451 Security Token

Tenant: trial-b2vi2a-451 Username

Rule Execution Service Authentication

This configuration section defines the authentication type that will be used by Salesforce to authenticate
to the Rule Execution Service. Currently, the supported authentication types are APl Key and a legacy
username/password basic authorization. Support for the basic auth configuration will be discontinued at
an unspecified date in the future. If using the basic auth configuration, you will additionally need to supply
a value for the username and password settings.

On the Salesforce side, the same credentials will need to be configured on the Named Credential
described in Section 3.3.3: Configure the InRule App.

Rule Execution Service Authentication

Inherited From & Setting & Value &

Tenant: di-dev Auth Type API Key

Endpoint Override Configuration (Optional)

As of version 5.5, InRule for Salesforce now supports Overriding Endpoint Configuration via Azure App
Service App Settings. This allows for the overriding of various endpoint settings configured on a rule app,
such as REST API URLs or Database Connection Strings, by setting App Settings on your execution
service App Service.

To set an endpoint override on your app service, simply navigate to your rule execution app service, go to
the Configuration view, and click the drop-down arrow for Execution Runtime Overrides.
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Configuration

Execution Runtime Overrides v

APIURL Primary APl Key Secondary API Key

Inherited From § Type & Property & Name & Value & @ Show Values @ Add New Override

Tenant: trial-ahglgl-132 RestOperation Body AuthenticateProcess
Tenant: trial-ahgigl-132 RestService RestServiceRootUr ConcenListingsEndpoint
Tenant: tral-ahgigl-132 IniineValueList ValueListitems, SamplelniineValueList

Click the Add New Override button:

Inherited From & Type & Property & Name & Value & @ Show Values

Tenant: trial-ahglgl-132 RestOperation Body AuthenticateProcess

Tenant: trial-ahglgl-132 RestService RestServiceRootUrl ConcertListingsEnapoint

Tenant: trial-ahgigl-132 InlineValueList ValueListitems SamplelnlineValueList

Tenant: trial-ahgigl-132 o o o o | cancel

Click the drop-down arrow under the Type column and select the corresponding type for your override.
The Property column should auto-populate for you. Note that there is a drop-down arrow on the Property
column as well — some Types have multiple properties for you to choose from.

Inherited From & Type & Property Name & Value § @ Aad New Override
Tenant: trial-b2v12a-451 D o D o [ [} | Cancel

Your endpoint name should match the name of the endpoint in the rule app you wish to override.

The value of the override would then be set to whatever value you wish to override with.

Below is what a properly configured end-result would look like, using an InlineValueList override as an
example:

DIET=REnE =S REEYS RS EERg

Tenant: trial-b2v12a-451 RestService RestServiceRootUrl SampleEndpoint https://www.sampleoverride.com | Cancel

Once your override is set, simply save the changes to your app service. Upon the next execution of rules,
the specified endpoint type will be overridden with the supplied value.
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Appendix H: Named Credential Configuration

Named Credentials are used by the Apex code to make secure HTTP requests to the Rule Execution
Service. Currently, there are two types of Named Credentials available:

o Named/External Credentials (new) — These are created with the new named credential process
introduced when Salesforce revamped named credentials in 2023. This new process provides
additional authentication options, more granular access control, and will be supported for the
foreseeable future.

e Legacy Named Credentials (old) — These are named credentials that were created prior to
Salesforce’s revamp of the named nredential process. While it is still possible to create legacy
named credentials today, it is not recommended — Salesforce has stated they will be
discontinuing them at an unspecified date in the future. For additional information regarding
setting up a Legacy Named Credential, you can find those instructions here.

Important: If you have a legacy named credential set up from prior to the InRule 5.8.1 release, you will
need to delete your legacy named credential before you will be able to take advantage of the new
Named/External credentials. A warning message will display to make you aware of this when testing your
connectivity on the InRule application’s configuration page.

The instructions below will walk you through the process for setting up a Named/External Credential.

Setting up the Named/External Credentials

The InRule managed package includes pre-configured named and external credentials for your
convenience. Before you can make use of them, you will need to follow the steps below to finish the setup
using your user-specific information.

To begin, navigate to the Named Credentials settings page and locate the named credential called InRule
ApiKey Credential.

SETUP
Named Credentials

| Named Credentials  External Credentials

1 Items - Sorted by Label ﬂ

Label v | Type v | URL v | External Credential v | Actions
Secured Endpoint https://yoururlgoeshere.com ApiKey Credential E]
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Click on the label to be taken to the settings page for this named credential. Click on the edit button in the
top right corner.

ﬂ SETUP > NAMED CREDENTIALS I

InRule ApiKey Credential

Label Name

InRule ApiKey Credential inrule_ Rule_Execution_Service
URL

https://yoururlgoeshere.com

Enabled for Callouts

Authentication

External Credential
ApiKey Credential

Client Certificate

URL URL for the rule execution service.

e For self-hosted tenants, this can be found in the Azure portal in the
overview section for the app service created earlier. For example,
https://sampleservice.azurewebsites.net

e For SaaS tenants, this can be found in the Provisioned Resources page
available from the cogwheel icon in the top right corner of the InRule
SaaS Portal.

Replace the value in the URL field with the URL for the rule execution service. Save your changes when
done.

Edit InRule ApiKey Credential

*Label *MName
InRule ApiKey Credential Rule_Execution_Service |
“URL

https://yoururlgoeshere.com ‘

Enabled for Callouts

Authentication

* External Credential

ApiKey Credential
Client Certificate
Search Certificates... Q, |

Callout Options

Generate Authorization Header @

Allow Formulas in HTTP Header €
]

Allow Formulas in HTTP Body €

.
| Cancc'
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Navigate back to the named credential settings page by clicking the Named Credentials link at the top of
the screen.

SETUP JNAMED CREDENTIALS Edit ‘ Delete
InRule ApiKey Credential L) el

Once there, click on the External Credential tab and find the external credential named ApiKey
Credential. Click on its’ label to be taken to its’ overview page.

SETUP
Named Credentials

Narvedtredermalsl External Credentials |

1 ltems - Sorted by Label [ New

Label v  Authentication Protocol ~ | Actions

ApiKey Credential Custom )

Locate the Principals section and find the principal named InRule Service Principal. Click the drop-down
arrow on the right side of the screen and click the edit button.

SETUP > NAMED CREDENTIALS ‘ Edit Delete

ApiKey Credential

Label Name

ApiKey Credential inrule_ApiKey_Credential
Authentication Protocol

Custom

Managed Package Access

Created By Namespace @

Related Named Credentials

Label ~ | Name ~ | URL v

nRule ApiKey Credential inrule__Rule_Execution_Service https://yoururlgoeshere.com

Principals | New |

Sequence... v | Parameter Name “ | Authentica... v | Authentication Status ~ | Actions

1 }InRule Service Principal 0 Unknown

Click the Add button next to the Authentication Parameters section to add a new authorization
parameter. The Name field must be set to ApiKey.

API key A unique key that allows users to verify their identity when interacting with the rule
execution service. Your key can be located in one of two locations:
e For self-hosted tenants, if you have not done so already, you will need to
update your parameters as shown here — the api key configured will be
the same one you use in Salesforce.
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o For SaaS tenants, your key will be located on the Provision Resources
page available through the cogwheel icon in the top right corner of the
InRule SaaS Portal.

The Value field will need to be set to your API key. Save your changes when done.

Edit Principal
* Parameter Name *Sequence Number
InRule Service Principa 1
* Identity Type
Named Principa -
Authentication Parameters Add
Parameter 1 Delete
|
*Name
[ apicey =
Value
Principal Access
Name ~ Entity Type ~ [[»] ~
nRule_User_Permissions PermissionSet OPS8MN0O00001TiIZkDWAU

Cance! Save

The named credential should now be configured correctly. Before your users will be able to make use of
the named/external credentials, you will have to give them access. This can be accomplished either by
assigning a permission set, or by granting the user’s profile access.

Providing Named Credential Access via Permission Set

In order to grant access via a permission set, you will need to assign the InRule_User_Permissions
permission set to any user(s) you want to enable the named credential for.
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To begin, navigate to the Permission Sets setup page. Once there, locate the InRule_User_Permissions
permission set in the list and click on its’ label.

SETUP
Permission Sets

Permission Sets Help for this Page @

On this page you can create, view, and manage permission sets

[All Permission Sets v | £ait | Delete | Create New View (2]
New | (€3 A|BIC/D/E|FIG|HII|J|KIL/M|N|O|/P[Q/RIS|T|U|VIW|X|Y|Z)| Other NI

[] Action Permission Set Label 1 Description License

O clone Buyer Aliows access to the store. Lets users see preducts and categories, B2B Buyer Permission Set One Seat *

O clone Buyer Manager Includes all Buyer capabilities, and allows access to manage caris a B2B Buyer Manager Permission Set One Seat

(] Clone €360 High Scale Flow Integration User Allows integration user to access features specific to C360 High Scal.. Cloud Integration User

, O cione CRM User Denotes that the user is a Sales Cloud or Service Cloud user CRM User

O cione Commerce Admin Allow access to commerce admin features. Commerce Admin Permission Set License Seat

O clone EieldServiceMobile StandardPermSet Give your mobile workforce access to the Field Service mobile app. Field Service Mabile

O cione InRule_User_Permissions Grants Read permissions 1o the InRule_Event platform event allowing f.

O cione Merchandiser Allow access to commerce merchandising features. Commerce Merchandiser User Permission Set License Seat

Once on the permission set’s overview page, click on the Manage Assignments button above the
permission set’s description.

SETUP
Permission Sets

Permission Set Video Tutorial | Help for this Page &

InRule_User Permissions

‘ Q, Find Settings x | | Cioml Manage Assignments Iview Summary (Beta)

Permission Set Overview

Descripti Grants Read to the InRule_Event platform event allowing for APIName  InRule_User_Permissions
the dynamic refresh of data and nofifications from rule execution.
License Namespace Prefix  inrule
Session Activation Required Created By  InRule Developer, 2/1/2024 12:44 PM
Permission Set Groups Added To 0 Last Modified By  InRule Developer, 2/1/2024 12:44 PM

On the following screen, click the Add Assignment button on the right side.

« > SETUP > PERMISSION SET "INRULE_USER_PERMISSIONS'
InRule_User_Permissions

Current Assignments [_H_ I Add Assignment

From here, select any user(s) you wish to grant access to the named/external credential to.
Note: You can click the checkbox next to the Full Name column to select all users displayed.

.. > PERMISSICN SET ‘INRULE_USER_PERMISSIONS® > MANAGE ASSIGNMENT EXPIRATION
InRule_User_Permissions

Select Users to Assign

B All Users v

4 items + Sorted by Full Name + Filtered by All users « Updated a few seconds ago

[ Q Search this list.

] Full Name T v | Alias v | Username v | Role v | Active v | Profile V|
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Once done, select the Next button in the bottom right corner of the screen. You will be taken to the
assignment expiration management screen. From here, you can optionally provide an expiration date for
the permission set assignment. Once done, click the Assignment button in the bottom right corner.

.. > PERMISSION SET INRULE_USER_PERMISSIONS' > MANAGE ASSIGNMENT EXPIRATION
InRule_User_Permissions

Select an Expiration Option For Assigned Users

® No expiration date @

T Specify the expiration date

{

@ Time Zone

‘ | Select a time zone..

Selected Users

I 0 . -
Full Name ~ | Role ~ | Profile v | Active User License ~ | Expires On ~

InRule Developer System Administrator W Salesforce Never Expires

=] = - |

Your user(s) should now have access to the named/external credentials and should now have access to
make authenticated callouts.

Legacy Named Credential Configuration

Legacy named credentials offer an older, less robust way of setting up authenticated callouts. They are
used by the Apex code to make secure HTTP requests to the Rule Execution Service.

In the InRule App, select the “Configuration” tab

EEE InRule Getting Started Configuration Running Rules InRule Logs

Configuring the Rule Services Package

Under the “Named Credentials” header, click the link the “Edit Named Credentials” link
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Named Credentials
First create a Named Credential in Salesforce. This will be used by the DecisionClient deployed as part of the Salesforce application to make secure HTTP requests ta the Rule Execution Service
Navigate to Setup — Security Controls — Named Credentials — New Named Credential. You can click here as a shortcut to get there:JEdit Named Credentials
Press the drop-down arrow on the “New” button and select “New Legacy”.

SETUP
Named Credentials

Named Credentials  External Credentials

1 Items - Sorted by Label v v

‘ New Legacy

Label v | Type v | URL v  External Credential Ry
,.| Named Credential Edit: InRule Rule Execution Service
L Specify the callout endpoint's URL and the authentication settings that are required for Salesforce to make callouts
Save | | Cancel
Label  [[inRule Rule Execution Sefi
‘ Name ||InRuIe_F{uIe_Execution_Ser'|
I URL I‘ hitps:/isampleservice_azurewebsites net
)
rt
Certificate | |C£
identity Type
Authentication Protocel | Password Authentication v |
Username I|BasicUserName |
Password II........ @
Generate Authorization ™l
Header o
Allow Merge Fields in (m]
HTTP Header o
Allow Merge Fields in (m]
HTTP Body -
Save | | Cancel
Configuration
Form Fields
Label This should be set to InRule Rule Execution Service. This value is not required to
match exactly, but if you choose something else, make sure to replace the
autogenerated Name with the correct one
Name This value must be set to InRule_Rule_Execution_Service. The name field is
how the Named Credential is retrieved in the Apex code, so this needs to match
exactly
URL URL for the rule execution service in Azure. This can be found in the Azure portal
in the overview section for the app service created earlier. For example,
https://sampleservice.azurewebsites.net
Identity Type Named Principal
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Authentication Password Authentication
Protocol
Username Username for accessing the rule execution service. This should be the same

value chosen earlier for the ‘ruleServiceUsername’ parameter when setting up the
service in Azure or established via the InRule SaaS Portal

Password Password for accessing the rule execution service. This should be the same value
chosen earlier for the ‘ruleServicePassword’ parameter when setting up the
service in Azure or established via the InRule SaaS Portal

Callout Options Make sure ‘Generate Authorization Header’ is checked
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Appendix I: Salesforce and Rule Execution Service Event Logging

InRule Salesforce Logging

This section will highlight how to configure and view event logging for the InRule for Salesforce App.

Enable InRule for Salesforce App Logging
To enable logging from the InRule for Salesforce App, first navigate to Setup > Develop > Custom
Settings.

Build

£ Develop
Custom Seftings

Once you're in the Custom Settings page, locate the InRule custom settings object and select “Manage”

Action Label + Visibility Settings Type

Manage ¥ InRule Public Hierarchy

Select Edit. Here, you can configure the LoggingLevel custom setting that will define whether or not the
InRule for Salesforce App logs to Salesforce and how verbose of logs it will create. The field can be
configured with values from 0-3, with each signifying the following:

e (- Disables all logging

e 1 —Logs errors and a minimal amount of information on successful requests

e 2 -—Logs errors, request information, rule engine notifications, and rule engine validations

e 3 -- Logs the same information as 2, but also includes JSON from the HTTP request and
response payloads

Edit| | Deiete

¥ Default Organization Level Value

Location Authentication Password
Authentication Usemname ServiceUr]

LoggingLevel 3

Once you have configured the LoggingLevel, select “Save.”

Viewing InRule for Salesforce App Log

After installing the InRule for Salesforce App, a new custom tab to access the InRule for Salesforce App
logs will have been added. To add it to your navigation bar, click the “+” at the end of the navigation bar.

m Chatter Campaigns Leads Accounts Contacts Opportunities Forecasts Contracts Orders Cases Solutions Products Reports Dashboards _E

A list of objects will appear. Select “InRule Logs”
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View: aiTazs .
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« Recommendations
& Repors
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. solutions
"% Streaming Channels
() subscriptions
AL User Provisioning Requests

You will be navigated to a new page displaying a list of any recent logs that may have been created. To

view a list of all logs, select “All” from the dropdown list at the top of the page and select “Go!”

InRule Logs

* Home

View: Edit | Create New View

Recent InRule Logs

InRule Leg Id
a011U00000LGwHi
a011U00000lkrgU
a011U00000L GvxS
a011U000001klaH

You can now view all logs created by the InRule for Salesforce App.

individual log, you can click on the log ID to view the log details

InRule Log Detail
InRule Log Id  aDT1L00D00LWTae

Edit | | Delete| | Clone

Was Successful

Response  {"Entity"null, "EntityChangesResponse™{ EntityChanges [{'Id""0031U00000K INIVQAZ "

{"Attributes™ [{"Name""attributes” "Value™"{w000d\u000a \'type\"
s i 36. i

{'Name" ”Accounl\d”."‘\la\ue“ "0011U00000BmiajQAE}.{'Nar
{Name'"LastName","Value""Automation"}.{ Name" Title" "

8 pe’0,"Entity"null”
V"Contact” \u000dw000 Vurlt”
1U00000K 1hIVQAZ\W000dW000a} ] { Name"."Id",Value'."0031U0D000K 11V},

"Email’, Value'. user5078@domain.com'} { Name"; Firsthame", Value" RH'Y,
" "Value" "null"} {Name"“HomePhone',"Value" "nuir"},

ontainer”

{"Name'"type”, "Value'"Contact'3]."EntityName™"Contact” 1d""0031U00000K1IVQAZ'Y,

ontainer”nul},

{'Notifications™[{"Type™0, "Message'~Contact Email is now users978@domain com']]},"ValidationResponse™{ Validations™
0 3

P {"Prope gl P {"Errors™ I}
Notifications  ["Notifications™ [{" Type™.0,"Message" "Contact Email is now user597&@domain com")}
Validations  {"Validations".[I}
Error
Object Name  Gonlact
EventType  update
Created By  Sigao Devs, 4/15/2010 2:56 AM

Edit | |Delete| | Clone

To view more information about an

Owner

Request

Rule App

Rule Set

Object Id
Time of Request
Last Modified By

I sicao Devs [Change]

{"Attributes™ [{"Name"“type”, "Value""Contact’},{"Name"-"Id" "Value™"0031L0D0BOKThIV"},
{Name'~"ld""Value™"0031L/00000K1hIV'}],"EntityName"="Contact”,"Id":"0031U00000K 1h 1V}

SalesforceRuleApp

AnonymizeContactEmail

0031U00000K NIV
4/15/2019 8:56 AM

Sigao Devs, 4/15/2019 8:56 AM

What fields are and aren’t populated is determined by what logging level you configured.

Rule Execution Service Event Log
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Event logging can be enabled in the Rule Execution App Service to monitor application events. These
logs can be tremendously useful for debugging any issues encountered with the Rule Execution Service.

Viewing Application Event Logs

To enable event logging, login to Azure and navigate to your App Service as created as a part of the
Azure deployment process detailed in Section 3.3.2: Rule Execution App Service for the Salesforce.

Once you're looking at the overview of your app service, select Diagnose and solve problems

[ trowse W Stop  “a Swap ) Restart [ Delete L Get publish profile T Reset publish profile
Resource group (change)

IntegrationsTeam

Status

Running

Location

Morth Central US

Subscription (change)
Engineering-DevTest

Subscription ID
cf3242e8-7c98-4b60-a714-3be7b91c5df1
Tags (change)
Billable : UpdateMe  CreatedBy : YourName  CreationDate : YYYY-MM-DD Department : Engineering Project : UpdateMe

Diagnose and solve problems @ Application Insights
Qur self-service diagnostic and troubleshooting experience = Application Insights helps you detect and diagnose quality
helps you identify and re: th your web app. izsues in your apps, and helps you understand what your users

do with it

Select Diagnostic Tools

App Service Diagnostics

Use App Service Diagnostics
issues, and discover how to
best matches the informatio

tigate how your app is performing, disgnose
your application. Select the problem category that
that you're interested in:

Availability and Performance Configuration and Management

»

s your app experiencing downtime or slowness?
Click here to run 3 health chackup to discover
issues that may be affect your app's high
availability, by either platform or app issues.

Heaith Check | | Downtime | | Sxx Errors

xErrors || €U [ Memory

S5L and Domains

Having trouble with certificates and custom
domains? Discover any issues related to SSL
centificates, authentication, and domain
management

4xcErrors | SSL || Domains | | Permissions

Auth || Cert

Diagnostic Tools

Sometimes deeper investigation s necessary.
With Disgnastic Tools, you can run language-
specific tools to profile your app, collect
network traces, memory dumps, and more.

Profiler| | Memory Dump | | Daas | | AutoHeal

Matrics | | Security

Are you having issues with something that you
configured specifically for your app? Find out if
you misconfigured App Service features, such as
backups, deployment slots, and scaling.

Sealing| Swaps | Failed Backups 1P

Migration

Best Practices

Are you running your application in production?
e recommendations to best

 running your production

h the optimal configurations and

Traffic Manager || AlwaysOn

Select Application Events

URL

https://ermirint-webjob.azurewebsites.net
App Service Plan
crmirint-webjobPlan (Basic: 1 Small)
FTP/deployment username
Mo FTP/deployment user set
FTP hostname
+f fwaws-prod-ch1-033.ftp.azurewebsites.windows.net

stname
=i/ fwaws-prod-ch1-033.ftp.azurewebsites.windows.net

App Service Advisor

are sorted by freshness, priority and impact to your app.
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. . . ASP.NET | ASP.NET Core Java PF
App Service Diagnostics Tools and Resources

Sometimes deeper investigation is necessary. With Diagnestic Tecls, you can run language-specific
tools to profile your app, collect network traces, memary dumps, and more,

¥ The stack used by your Web App was automatically detected to be Static Only. If incorrect,
please select the comect option on the right.

- Diagnostic Tools

Collect Memary Check Connection Collect Network

Auto Heali
0 heaiing Dump Stnngs Trace

= Support Tools

Metrics /

Failed Request Advanced
Tracing Logs Application Restart

Metnics per Instance Metncs per Instance

Performance (Apps) {App Service Plan)

Counters

Application Events

= Premium Tools

PHP Debugging Security Scanning

You should see a list of all application events logged by the rule execution service, denoted with the
notification level, timestamp, event ID, source and web server. Selected an event log will cause the log
details to appear in a separate column on the right-hand side of screen.

Level Date Time «  Eventld  Source Computer Recycling application MACHINE/WEBROOT/APPHOST/~
— 4 3
Level Date Tim Event Source Computer
o 01212019 2000 HttpPlatformHandler RD00155D70EBC2
20:12:13
Oinfo 01212019 2000 HttpPlatformHandler - RDO0155D70EBC2
20:12:13
Oinfo 01212019 2000 HttpPlatformHandler - RDO0155D70EBC2
20:12:12

In the event of rule service issues, error events in this log stream can be useful for debugging purposes.
For example, below is an example of an error event log in an instance where the rule service contacting
the catalog looking for a rule application that didn’t exist:
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Time: 10/30/2018 7:19:54.872 PM, Source: WcfCatalogProxy, Message:
Rule application 'DynamicsRules2’ does not exist in the catalog.
Installer Version: 5.2.0.166

irSDK Version: 5.2.0.166

HostAppDomainHeapMemoryMB: 18
, Detail:

Operating System: Microsoft Windows NT 10.0.14393.0
Processor Count: 1

CLR Version: 4.0.30319.42000

CLR Mode: 32-bit

Thread Culture: 1033

ThreadID: 15

ProcessID: 0

Installer Version: 5.2.0.166

irSDK Version: 5.2.0.166

Error Information:

InRule.Repository.Service.InRuleCatalogException: Rule application 'DynamicsRules?' does not exist in
the catalog.

Typically, the response message at the beginning of the log and the Error Information section provide the
most pertinent debugging information.

Adjusting Logging Levels

The Application Event Log can quickly become bogged down with too many logs, making finding specific
logs that you may be interested in more difficult. To cut down on excessive informational logs, the Rule
Execution Service, by default, will be deployed with a logging level of “Warn,” meaning only Warnings and
Errors will be logged. However, this can be adjusted as needed for whatever your needs may be.

To adjust your Rule Execution Service’s logging level, navigate to your App Service as created as a part
of the Azure deployment process detailed in Section 3.3.3: Rule Execution App Service for the
Salesforce.

Once you're looking at the overview of your app service, select Application Settings in the settings
menu:

o Search (Clrl+/ « [£ Browse M Stop  “5uap (U Restart @ Delete o Getpublish profile £ Reset publish profile
= ~ Resource group (change) URL
& Overview IntegrationsTeam https://crmirint-webjob.azurewebsites.net
B Activity log Status App Service Plan
Running crmirint-webjobPlan (Basic: 1 Small)
LY. 0
i Access control (IAM) Location FTP/deployment username
- o FTP/deployment use:
& Tgs North Central US No FTP/deployment user set
Subscription (change) FTP hostname
¥ Diagnose and solve prablems Engineering-DevTest ftp:/fwaws-prod-ch1-033 ftp.azurewebsiteswindows.net
Subscription 1D FTPS hostname
Deployment cf3242e8-7c98-4b60-2714-3beTb91c3df1 ftpsi//waws-prod-ch1-033.fip.azurewebsites.windows.net
@ Quickstart Tags (change)
mi, Deployment slots (Preview) Billable : UpdateMe  CreatedBy : YourName CreationDate : YYYY-MM-DD' Department : Engineering Project : UpdateMe
Mi, Deployment slots ES

% Deployment options (Classic)

&% Deployment Center 9 Application Insights

heips you detact and disgnose quality
and helps you understand what your users

Settings

Scroll down until you see the Application settings section:
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Name

inrulezlogging:level

inrulezrepository:licensing:licenseFolder

inrulexf:apizconsumerkey

inrulesfapi:consumersecret

inrulessfiapiloginlr

inrulesfapizpassword

inrulesfapisecurityToken

inrulesfiapi:username

inrulessficataloglabe

inrulexsficatalog:password

inrulesficatalogiruleAppDirectory

inrulexficatalogisso

=3

inrulexfcatalogu

inrulessficatalogiuselnRuleCatalog

inrulesficatalogiuser

inrulesfiruleServicesbasicPwd
inrulesfiruleServicesbasicRealm
inrulesfruleServicesbasicUserName

Locate the inrule:logging:level setting. Note that its value is currently set to “Warn.”

inrulelogginglewve

Value

€ Hidden v

€ Hidden v

€ Hidden v

¥ Hidden v

¥ Hidden vi

TP Hidden i

TP Hidden i

TP Hidden v

€P Hidden v

€ Hidden v

€ Hidden v

€ Hidden v

€ Hidden v

¥ Hidden v

¥ Hidden vi

TP Hidden i

TP Hidden i

TP Hidden v

ue, Click show values button above to vi

ue, Click show values button above to vi

ue, Click show values button above to vi

ue, Click show values button above to vi

ue, Click show values button above to vi

ue, Click show values button above to vi

Wam

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

ue, Click show values button above to view

EW

Simply change the value to the desired logging level. You may select from one of the following levels that

the Rule Execution Service leverages:

Logging Level

Details

Info

application

Logs all application events, including Informational
events that track the general flow of the

Warn

Logs Warning and Error events. Warning events
highlight abnormal or unexpected events in the
application flow, but don’t otherwise cause
application execution to stop

Error

Logs only Error events. Error events result in the
halted execution of the application’s current
activity due to a failure

Once you have configured the setting to the desired to level, press Save at the top of the page:
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Save

> Discard

lf Click here to upgrade to a higher SKU and enable additional features.

New application setting < Showvalues ¢” Advanced edit ™ Filter

Name

inrulezlogging:level

Value

T Hidden value, Click show values button above to view
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Appendix J: Redeploying and Upgrading Versions

In most cases, updating InRule for Salesforce is a relatively straight forward process. You will effectively
follow the same order of operations of the initial installation steps outlined in this project.

The components that will need to be upgraded are:

e irAuthor
e Azure Rule Execution Service
¢ InRule for Salesforce App

All 3 of these components must be upgraded in all upgrade scenarios, and all three must be
upgraded to the same version.

If you’re upgrading a version that’s not the latest, keep in mind that you’ll need to use a versioned
package link for the InRule for Salesforce App — App Exchange only offers the latest version. This
distinction is discussed in more detail in Section 3.3.3: InRule for Salesforce App. The link provided in this
section is for the version matching the version of this document. If you need an older version than this
document’s version, do not use the link located in Section 3.3.3. You’ll need the Deployment Guide for
that version.

This appendix discusses some special cases and considerations to be aware of when upgrading.

Version Compatibility Considerations

This list includes specific fixes or changes included in releases. Issue number and title are included here,
but you can refer to the release notes section of the support site for further information: Decision Platform
Release Notes — InRule Technology. This page includes release notes for all InRule products, but
Salesforce release notes will be prefixed with “SF”

Important: Again, when upgrading to a new version, irAuthor, InRule for Salesforce App, and the
Azure Rule Execution Service should always be upgraded together

Issue Number Version | Description

SFC-126 5.7.0 Added support for interactive login to irX, allowing login without requiring
the Salesforce API token and the Consumer Secret/Key. This also
enables support for MFA authentication.

SFC-48 5.7.0 Added improvements to the Inrule Log Entity. Views will need to be
manually updated to take advantage of these updates.
SFC-261 5.7.3 Added ruleAppLabel parameter to execution service arm template. By

default this label is empty. No ruleAppLabel will result in the most recent
version of a rule app being used. Customers relying on a label to denote
the production ready version of a rule app, such as the LIVE, will want to
add the production label to the arm template prior to upgrade deployment.
SFC-272 5.8.1 Added support for Webview?2 to the irAuthor Salesforce login, resolving
an issue with lightning-based login URLs such as https://your-
username.lightning.force.com. Webview?2 will now be used to render the
login page if the runtime is present. If the runtime is not present, the
legacy implementation will be used. A new warning log was added when
the runtime is not detected.

SFC-278 5.8.1 Added support for the new Named/External Credentials introduced by
recent Salesforce updates. Named Credentials that existed prior to these
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updates are now referred to as Legacy Named Credentials and should be
deleted once the new credentials have been configured.

SFC-279 5.8.1 A new configuration setting, Auth Type, has been added. For existing
users upgrading to 5.8.1, this setting will be set to basic
username/password authorization. Authorization credentials configured in
the Named Credential must now match the Auth Type configured for the
Rule Execution Service.

SaaS Upgrades

For SaaS customers, the upgrade process will be communicated to you by InRule via email. Keep an eye
out for these communications, as they will be the primary source of guidance around what to do in
upgrade scenarios. Relevant information from these communications includes when an update will be
occurring, the new features coming with the update, the maintenance times required to apply the update,
and mandatory steps you’ll need to take immediately following the update.

Additionally, as part of the upgrade process, InRule will make a testing environment available for a limited
period of time for you to use. This is to allow a window for your organization to perform regression testing
to verify that you don’t experience any new issues with the new version. The upgrade communication will
provide details around when the test environment is available, how to access it, and how long it will be
active.

Execution Service App Settings

When running an ARM template deployment to upgrade an existing app service, the new deployment will
remove all app settings that currently exist and replace them with the settings during the new deployment.
Because of this, it is important to save your parameters file when you do a deployment. If you do not have
your previous parameters file you can find it in the deployments section of the Azure Portal. This also
means that any settings that were changed or added manually, such as logging level or endpoint
overrides, will be removed.

Alternatively, current app setting values can be manually set in the ARM template parameter file prior to
deployment to have the template deploy using those values. Should you go this route, be thorough during
the transfer process, it is common for values to have been manually changed over time. For a thorough
breakdown of the relevant parameters, reference Section 3.3.2: Rule Execution App Service for
Salesforce

Lastly, redeploying or upgrading via the ARM template will remove your InRule license from the resulting
app service. The license file will need to be manually added back; for a walkthrough on how to do this,
reference Appendix K: License Management.

irX Salesforce Login Updates

As of v5.7, the irX Salesforce plugin now uses web login to Salesforce, rather than the former form-based
authentication configuration. This allows for simply signing into Salesforce through Salesforce’s native
login experience, rather than needing to configure security tokens and consumer secrets/keys within irX.
Additionally, this allows for login from accounts with Multi-Factor Authentication (MFA) required, whereas
MFA-required accounts were not compatible before (Note: MFA support only applies to irX. Executive
service accounts with MFA required are still not supported).

If upgrading from an older version, old usernames and environments will be preserved, but users will
need to re-login.
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Default Rule App Label Change

As of v5.7.3, the default Rule App Label configured on the execution service has been changed from
“LIVE” to not being set with a value. If a default label is not configured on the execution service, it will now
default to using the most recent version of the rule app being run. This has the potential to create an
issue during upgrade scenarios where users are relying on the LIVE label to denote their production-
ready rule. If using the most recent version of the given rule app is not the desired outcome, the default
label on the execution service will need to be set back to LIVE (or whatever the appropriate production
label for your existing rule apps may be). This can be done in the ARM template prior to upgrade
deployment.

InRule Log Entity

As of v5.7, updates have been made to improve the information displayed in InRule Logs. This includes
updates made to the list views. Salesforce does not allow list views to be updated with a package update,
so list view updates will need to be performed manually.

To update the “All” list view:

1. Navigate to the InRule Logs tab
“ N H H
2. Select the “All” list view
3. Select the List View Controls
“ H H it H
4. Select the “Select Fields to Display” option
EEE InRule Getting Started ~ Configuration  Running Rule 1. Nav]gate to InRule Logs v
aRule Logs .
H H - c New Change Owner Printable View
E # 2. Select All List View 3. Select List View Confrols = o
| 29iems - Sorted by Created Bate - Fitered|by All inrule logs - Updated 3 minutes ago Search this list - ERSIECHIF SN N §
InRule Log Id \ | Created Date 4 “ | Was Successful v | Rule App LIST VIEW CONTROLS v
1 a006g00000Fx6M9 2/17/2021, 12:30 PM SalesforceRules New ules -
2 a006g00000Fx6M4 2/17/2021,12:29 PM SalesforceRules Clone ules -
3 a006g00000FX6LD 2/17/2021,12:28 PM SalesforceRules Rename ules v
4 a006g00000Fx6Lz 2/17/2021, 12:28 PM SalesforceRules ules -
Sharing Settings
5 a006g00000FX6LN 2/17/2021, 12:28 PM SalesforceRules ules A4
Edit List Filters
6 a006g00000Fx6LM 2/17/2021, 12:28 PM SalesforceRules les -
C 5 71
7 a006g00000Fx6Lu 2/17/2021, 12:28 PM SalesforceRules les -
- P Delete
8 a006g00000Fx6L2 2/17/2021,12:25PM SalesforceRule; - ulgs -
4. Select "Select Fields to Display

9 a006g00000FX6L! 2/17/2021, 12:24 PM SalesforceRules ules
10 a006g00000Fx6LD 2/17/2021,12:24 PM ) -

5. Use the “Select Fields to Display” window to add and order fields for the All view. Below is the
recommended configuration for the “All” list view.
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Select Fields to Display

Available Fields Visible Fields
N N
Created By InRule Log Id
Created By Alias Created Date
4 v
Error Was Successful
Event Type Rule App
Execution Time Rule Set

Last Modified By

Cancel Save

The “Recently Viewed” list view is controlled by the Search Layout. As such updating the “Recently
Viewed” list view is done by updating the Search Layout for the InRule Log object in the Object Manager.

To update the “Recently Viewed” list view:

1. Select “Search Layouts” from the InRule Log Object Manager Screen
2. Use the dropdown arrow for the Default Layout to select the option to Edit the Default Layout

SETUP > OBJECT MANAGER
k3
Y InRule Log

Search Layouts 2. Use the dropdown

Details

39 Items, Sorted by Profile arrow tO Se|eCt Ed|t
Fields & Relationships

PROFILE + COLUMNS DISPLAYED -
Page Layouts

Default Layout InRule Log Id, Created Date, Was Successful, Rule App, Rule Set -
Lightning Record Pages

Analytics Cloud Integration User Default Layout Edit
Buttons, Links, and Actions
Compact Layouts Analytics Cloud Security User Default Layout -
Field sets Authenticated Website Default Layout -
Object Limits

Authenticated Website Default Layout -
Record Types
Related Lookup Filters Chatter External User Default Layout -
comrch Lavout 1. Select Search Layouts

earc youts Chatter Free User Default Layout A4

Search Layouts for Salesforce
Classic Chatter Moderator User Default Layout hd

3. Use the “Edit Search Layout” page to add and order fields for the InRule Log Search Layout.
Once the changes to the Search Layout is saved, it will update the “Recently Viewed” list view.
Below is the recommended configuration for the InRule Log Search Layout.
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SETUP > OBJECT MANAGER

InRule Log

I.
L

Details

Fields & Relationships
Page Layouts

Lightning Record Pages
Buttons, Links, and Actions
Compact Layouts

Field Sets

Object Limits

Record Types

Related Lookup Filters

Search Layouts

Edit Search Layout

InRule Log Search Results

Help for this Page @

Select the fields to include in this search layout. Note that your choices only determine the display of search results and do not affect the fields that are actually searched. Your
selections also determine the fields that are available to users when customizing their search results

columns. Please refer to the online help for more information on search fields.

Available Fields

Selected Fields

Record ID

Error

Event Type

Execution Time oo
Notifications L)
Object Id 4
Object Name Rer
Request

Response

Time of Request

Trace Details -

InRule Log Id
Created Date
Was Successful
Rule App

Rule Set

s

g
2
H

[[] Override the search result column custemizations for all users

Standard Buttons

There are no customizable standard buttons for this view.

Search Layouts for Salesforce

A Custom Buttons
Classic

Click here to create a new custom list button

Triggers
Save | |Cancel

Validation Rules

Named Credential Changes

Salesforce has revamped their Named Credential process — existing Named Credentials are now referred
to as Legacy Named Credentials and will be discontinued at an unspecified date in the future. Starting
with InRule version 5.8.1, we have added support for the new Named Credential process to the InRule
managed package. We recommend following the configuration steps here and then deleting any InRule
specific named credentials that existed prior to upgrading to version 5.8.1.

Important: Failure to remove the existing legacy credential will result in continued usage of that
credential, regardless of whether you have configured the new credential included in the package
upgrade.

Important: Failure to configure the new credential puts you at risk of a breaking change being introduced
by Salesforce when they deprecate support for Legacy Named Credentials.

Deleting the InRule Package

In some situations, it may be necessary to delete the InRule package from your organization to resolve an
issue. Before deleting the package, ensure you have backed up any config or log data you want saved.
Then you will need to remove all references to the InRule package from any customizations you have
made, including things like forms and flows. If you attempt to delete the package without removing these
customizations, Salesforce will list any remaining dependencies you need to remove.
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Appendix K: License Management

Licenses are required for both the Catalog Service and the Rule Execution Service. Whether you're
deploying an Online or On-Prem service will determine the appropriate method for activating your InRule
licenses. For Online installations, you will have an Azure license file provided to you by InRule which can
uploaded either through Azure’s App Service Editor tool or via FTP. Walkthroughs of both means are
provided below.

For On-Prem services, you will need to leverage the InRule License Activation Utility. A walkthrough of
this process can be found here.

Uploading a License File

Azure App Service Editor

To upload the InRule license file to your execution service or your catalog service, navigate to the Azure
portal and to the appropriate app service. On the left-hand nav-bar, scroll down until you find the App
Service Editor option, under the Development Tools header:

Development Tools
& Clone App
™ Console

I Advanced Tools

[+ App Service Editor (Preview)

1) Extensions

On the resulting page, press “Go”

\ / ~ App Service Editor (Preview)

App Service Editor provides an in-browser editing experience for your App code. Learn more

From here, you’ll need to navigate to the appropriate file location, which is different depending on if you're
adding it for the Execution Service or the Catalog Service:

Execution Service Catalog Service
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Right-click on the bin folder on the left-hand side of the | Right-click anywhere in the top level of the
screen, then select Upload File: wwwroot directory, then select Upload File:
EXPLORE EXPLORE
4 WORKING FILES b WORKING FILES
4 WWWROOT 4 WWWROOT
4 bin .
g NewFie bin .
ed New Folder Service.svc
i Upload Files E
it
13 Find in Folder Mew File
ka
. Cop MNew Folder
zh Upload Files
zh
In|
inl i Find in Folder
inl Delete Delete tedll
Find your InRuleLicense.xml file wherever you have it
stored and select Open to finish.
Find your InRuleLicense.xml file wherever
you have it stored and select Open to finish.

With that, your license file should be uploaded and usable by your Rule Execution or Catalog Service.

FTP
This example leverages Azure CLI in addition to Powershell commands. If you intend to use this
method, please run the CLI from Powershell.

Alternative approaches using Powershell only should be possible if desired but are not detailed in
this document.

First, retrieve the FTP deployment profile (url and credentials) with the az webapp deployment list-
publishing-profiles command and put the values into a variable:

# Example: az webapp deployment list-publishing-profiles --name contoso-execution-
prod-wa --resource-group inrule-prod-rg --query "[?contains(publishMethod,
"FTP')].{publishUrl:publishUrl,userName:userName,userPWD:userPWD}[@]" | ConvertFrom-
Json -OutVariable creds | Out-Null

az webapp deployment list-publishing-profiles --name WEB_APP_NAME --resource-group
RESOURCE_GROUP_NAME --query "[?contains(publishMethod,
"FTP')].{publishUrl:publishUrl,userName:userName,userPWD:userPWD}[@]" | ConvertFrom-
Json -OutVariable creds | Out-Null

Then, upload the license file using those retrieved values:

# Example:

$client = New-Object System.Net.WebClient;$client.Credentials = New-Object
System.Net.NetworkCredential($creds.userName,$creds.userPWD);$uri = New-Object
System.Uri($creds.publishUrl + "/bin/InRulelLicense.xml");$client.UploadFile($uri,
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"$pwd\InRulelLicense.xml");

$client = New-Object System.Net.WebClient;$client.Credentials = New-Object
System.Net.NetworkCredential($creds.userName, $creds.userPWD);$uri = New-Object
System.Uri($creds.publishUrl + "/bin/InRulelLicense.xml");$client.UploadFile($uri,
"LICENSE_FILE_ABSOLUTE_PATH")
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Appendix L: Known Issues, Limitations and Troubleshooting

This portion of the document lists current known issues and limitations that may be encountered in usage
of the Integration Framework. Most should only be encountered in limited edge cases.

In general, when beginning to troubleshoot a given issue, it is critical that you verify that you are running
matching versions of irAuthor, the Rule Execution Service, and the InRule for Salesforce App.
Mismatched versioning can be the root of a plethora of unpredictable problems. For more information on
this and upgrading InRule components, refer to Appendix J: Redeploying and Upgrading Versions.

API Authentication to Salesforce

An authentication error response when attempting to login to Salesforce during rule execution is generally
the result of a bad username, password, or security token. All three of these values must be properly
configured to be able to authenticate.

You can test your ability to authenticate to Salesforce via APl in a number of different ways, depending on
your specific scenario:

Within Salesforce, you can navigate to the InRule Configuration page and leverage the Test Connectivity
button. This button will verify your execution service’s ability to authenticate to Salesforce and provide
more specific error handling in the event of an issue.

i35 InRule Getting Started  Configuration  Running Rules  InRule Logs

Configuring the InRule App

Once the dependencies outlined in the Getting Started section are successfully deployed, the InRule App can now be «
configuration is complete, test the Rule Execution Service connection by clicking the following button:

Configuration includes the following three steps:

Setup a Connected App

Establish the framework for the Rule Execution Service to communicate with Salesforce

> Connected App Details

Setup Named Credential

Establish the credentials for Salesforce to authenticate with the Rule Execution Service

> Named Credential Details

Setup Custom Settings

Manage Rule App Name, logging, and caching configurations

> Custom Settings Details

For additional information, please refer to the InRule Deployment Guide

For Saa$S customers, a similar Test Connectivity button can be found in the SaaS portal’s Salesforce
configuration section
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S
inrule vomcss s |

Your trial will expire in 2 months

Salesforce Runtime Settings

Salesforce Authentication

Login URL . ® 7

Alternatively, you can leverage Salesforce’s available collections to test authentication via Postman.
These collections can be found here.

Security Tokens

A common cause of authentication issues is confusion around how Salesforce handles API security
tokens. In most scenarios, security tokens are required. Security tokens are only optional in scenarios
when the account attempting to authenticate is connecting from a Trusted IP address. Trusted IPs can be
set globally, meaning any user that connects from an IP in the trusted range will be regarded as trusted,
or on the Profile level, meaning that only users assigned to the given Profile will be regarded as trusted
when connecting from an IP that falls in the trusted range. If the account in question does not fall in a
configured Trusted IP range, it must have a security token configured.

Multi-Factor Authentication

Currently, service accounts configured to require multi-factor authentication (MFA) are not supported by
Salesforce’s authentication endpoint. As a result, MFA cannot be set to “required” for your service
accounts, or authentication will fail.

Apex Callout Timeout

When calling out to an external system from Apex via HTTP, the maximum total communication time limit
set by Salesforce is 120 seconds. Executing rules involves a single HTTP callout, and the framework is
configured to use all 120 seconds for the timeout. If the timeout is reached, you will receive a “Read
Timeout Error” when running rules. This can occur because of latency between Salesforce and the rule
execution service, or anything else that causes the rule execution service to take more than 2 minutes to
respond.

Salesforce API Limits

In order to maintain performance and availability, Salesforce has various limits on the number of requests
that can be made to its API. Full documentation of these limitations can be found here, but as an
example, in a Developer Edition instance, you are limited to 15,000 calls per 24-hour period. The rule
execution service makes requests via the API to Salesforce to load and save data, and these will count
against any limits, but these requests are batched to be as efficient as possible.

Multiple Collections with the Same Name

There is a known issue that causes a null reference exception to be thrown when loading entities that
have multiple collections of the same name on them, with the only difference being capitalization. An
example of this scenario can be seen below:
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4 [} Quote
@ OpportunitylD
2 QuotelD
2 QuoteName
2 QuoteNumber
QuoteForms
4 QuoteLineltems
a OccupancyType
quoteForms
2 PrimaryState
@ HiscoxAttributes

This is currently not a supported scenario; all collections on a single given entity need to have wholly
unique names; differences in capitalization do not adequately distinguish the two collections as unique
from each other.

Application Insights Location Error

Application Insights resources are not available in every region, the list of supported regions can be found
in Microsoft’s Product Availability. By default, the ARM template will attempt to deploy the App Insights

resource in the resource group specified for the template deployment. If this resource group is in one of
the unsupported regions you will get the following error:

To fix this error we will have to choose a specific region for the Application Insights resource in the ARM
template parameters file.

1. Locate InRule.Salesforce.Service.parameters.json
The ARM template parameters file is located in the RuleExecutionAzureService folder as, defined

in Rule Execution App Service for Salesforce

2. Create an “applnsightsLocation” parameter
Open the file in your text editor of choice. First, create the appinsightsLocation” parameter at
the bottom of the parameters file. Set the value equal to a region where Application Insights
resources are offered.

"appInsightsResourceName’

"

3. Save InRule.Salesforce.Service.parameters.json and continue deployment
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Save and close the file. You can now proceed with the deployment process outlined in Rule
Execution App Service for Salesforce as normal; your rule execution app service will now deploy
to the App Service Plan you defined in the steps above

Performance

Azure Platform

The Rule Execution App Service for Salesforce can use either a 64-bit or 32-bit platform in Azure. As of
v5.7.3, the configuring the platform will be managed in the Arm Template and will be based on the app
service plan. Using the 64-bit platform requires a Basic or higher app service plan, so when a Basic or
higher app service plan is used in the Arm Template, the Rule Execution App Service will be deployed
with the 64-bit platform. Otherwise 32-bit is used.

Apex Trace Log

When troubleshooting performance issues, the InRule Log entity included with the package provides
detailed metrics to help analyze the various components of rule execution performance. At a high level,
the logs provide run times for the various execution steps. The ‘Information’ section of the log form
includes a field for ‘Execution Time’, which is the total run time for the Apex rules method. In addition, the
InRule log also provides a more detailed breakdown of steps in the trace text. These are broken into
Execution Service and Save Time.

Execution Service time will typically be longer, as this includes communication latency over HTTP,
loading of additional entity data, and execution of rules. Save time will not always show up in trace logs,
but if any entity changes come back from rule execution the time needed to save them will be reflected
here. The trace log will also include a message noting the number of entities returned from the execution
service for saving. This saving should not take much time for a handful of entities but can take several
seconds for large change sets.

For a further breakdown of the data loading and execution time from the rule execution service, the ‘Info’
level event logs for the App Service can be accessed through the Azure Portal.

Included below is a sample trace log that includes these features.

Starting rule execution

Sending request to rule execution service at

callout:InRule_Rule_ Execution_Service/SfRuleExecution.svc/ExecuteRulesFromPlugin?eventType=upd
ate&id=0018A00000cPk1CQAS&entityName=Account&ruleAppName=SalesforceRules&ruleSetName=RuleSetl&
ruleAppLabel=&appDomainCache=0.0

Received response from rule execution service

Execution Service Time: 3,221ms

Saving 4 changes to Salesforce

Processing change -- Insert on entity ID 73c95b94-df07-44c6-8895-fcbc3c422a3c Contact
Processing change -- Insert on entity ID ©1737977-eb66-46c9-89d2-2d1c94756e7d Account
Processing change -- Insert on entity ID 6ed24d2a-77dd-497b-ac7c-4b692f9e8f6¢C Case
Processing change -- Insert on entity ID 3cb@09a2-a3e8-46d6-a368-e3892511b39a

WorkOrder

Save Time: 676ms
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Exiting rule execution

Request and Response Message Size Limitations

Salesforce includes a variety of different governors to track and enforce limits on resources used by
Apex. One of these is request and response size limitations to HTTP callouts. Salesforce sets this limit at
12 MB for both requests and responses. These limits should not commonly be exceeded, but if you get
this error during rule execution, try to reduce the number of notifications, validations, or entity changes
you are making in a rule set. These are all returned in the response for processing, and reducing these
can reduce the response message size.

Enable Background Compilation

This setting controls whether the download, compilation, and caching of updates to rule applications from
the catalog is handled on a background task. When enabled, rule execution will not be blocked while
updating the rule app and will instead run immediately against the currently cached version. Self-hosted
tenants should ensure this value is set to true for their deployment to avoid unnecessary catalog
overhead. For additional information, please view the documentation available on the Configuration
Overview page.

Disabling State Refresh

Disabling the state refresh option could improve performance for applications with many RuleHelper calls.
State refresh is configured for both .Net Assembly Function Libraries, and User-Defined Functions.

.Net Function Assembly Libraries

To disable state refresh for .Net Assembly Function Libraries, begin by navigating to the Endpoints tab in
irAuthor. Once there, select the function library containing the function you wish to disable state refresh
for.

End Points
* Add- 7] ol CrmHelper
oM CrmHelper -NET Assembly Function Library
Assembly: InRule.Salesforce.RuleHelper Reload
Classes
Filter:
Show all Classes [¥] Methods
Include Full name Alias Use intrinsic
InRule.Salesforce.RuleHelper.SalesforceDriver SalesforceDriver -

Select the function being updated from the list and then click the refresh icon on the right.

@ Class methods
Include Name Type Static Parameters. f:

LoadMappedChildCollection System.Void IRuleExecutionContext context, Entity root,
LoadMappedChildCollection System.Void o |IRuleExecutionContext context, Entity root, [ Refresh options
LoadMappedChildEntity System.Void ol |RuleExecutionContext context, Entity root,
LoadMappedChildEntity System.Void od |RuleExecutionContext context, Entity root,
QueryCollection System.Void o |IRuleExecutionContext context, Entity root,
QueryCollection System.Void ~ |IRuleExecutionContext context, Entity root,
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A Refresh Options pop-up should appear — locate the “Refresh all bound objects” checkbox and uncheck
it. Click OK.

8] Refresh Options X

II:| Refresh all bound objects

Path Enable recursion | | "

OK | ‘ Cancel

State refresh should now be disabled for this function.

User-Defined Functions

To disable state refresh for User-Defined Functions, begin by navigating to the User-Defined Functions
tab of your app in irAuthor. Once there, select the function you wish to disable state refresh for and click
the “Modify state refresh options” link under the State Refresh Options section.

User Defined Function

Return type: MNone =

Entity: -

Parameters: Name Data type Description
FieldName Text

State refresh options

s | I ing state affected by this function.
=7 Modify state refresh options

A State Refresh Options pop-up should appear. Deactivate the “Enable full refresh of all bound objects”
checkbox and lick Ok.
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I8 state Refresh Options X
II:| Enable full refresh of all bound cbjects
Path Enable Recursion '
{
OK ‘ | Cancel

State refresh should now be disabled for this function.
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